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For about 25 years, I have been generating new passwords for my logins
by using the following procedure:
− Open an English dictionary to a random page. If the left hand page
"tens" digit in the page number is even, use the pattern digit−word−
digit−word, else use the pattern word−digit−word−digit
− Open the dictionary to another random page and select the first
word (that I recognize :−)) on the left page
− Open the dictionary to another random page and select the first
word on the right page
− Open the dictionary to another random page and select the "tens"
digit on the left page
− Open the dictionary to another random page and select the "tens"
digit on the left page
− Using the pattern selected earlier, form the new password

Recently, I have modified my technique to include "special" characters
by using the digits generated to select the character above the
appropriate number key on the keyboard (1 = '!', 2 = '@', etc.),
choosing whether to use a special character or a number based again on
the tens digit of a random page selection.

Is this method "secure"? Are the password reasonable?

I thought of using a similar method to write a generator using a
secure random number generator (java.security.SecureRandom or
something similar in Python) and a LONG list of English words that I
found on the 'net.

Any thoughts?

Are my accounts going to be attacked now that people know how I
generated my passwords :−)?
.
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