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David Wagner <daw−usenet@xxxxxxxxxxxxxxxxxxxxxxxx> wrote:

In other words, perhaps I should have phrased my concern in terms of
the level of assurance, rather than a binary "has a security proof" vs
"doesn't" distinction.

Ok, that muddies everything up. Then simple analysis won't help any more,
I guess.

Still, I feel that some attacks on DSA without hash function would
be interesting, because they could put a lot more stress on the hash
function. The only attack I know of generates a signature on a random
message, but since the hash function is already designed to be one−way,
that attack isn't interesting.

Unless I'm still not thinking clearly or have missed interesting attacks
(which is likely), it seems possible there aren't any interesting attacks
on DSA without hash function.

I don't think the "mostly invertible"
bit is necessary.

The "mostly invertible" bit is a heuristic suggestion that any scheme that
relies only on a collision resistant hash function (not random oracle)
to process the message must probably be secure without that hash function.

−−
Kristian Gjøsteen
.
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