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On Wed, 29 Dec 2004 21:14:31 GMT, Don Bruder <dakidd@sonic.net> wrote,
in part;

>for any data

>block ("message”) whose expected hash contains the value 0x0D or 0x0A, |
>get an "almost—correct” hash. "Almost-correct” in that anyplace the byte
>0x0D appears in the "expected" hash value, | find the byte 0x0A in the
>calculated hash, and anyplace that the byte 0x0A is expected, the
>calculated hash has a 0xOD byte, with all other bytes of the calculated
>hash matching the expected hash perfectly.

Clearly, if, say, 0xOD and Ox0A were swapped in the input, you would get
a hash that was _completely scrambled.

So their *presence* in the input is triggering their being swapped in
the output.

This is _not_ something that could be triggered by a programming bug in
a SHA implementation. Test your code in a "non-real-world" situation
where the inputs and outputs are supplied in hexadecimal.

| think what's happening is something to do with the input and output
bit streams not being open as binary. 0x0D is binary for carriage
return, OXO0A is binary for line feed.
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