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Gelo Ilzi wrote:

> Can anybody explain if the nonce value in aes−ccm protocol must be
> stored in secret?

No. It can, in principle, be treated in the same way you would treat an
IV for e.g. aes−cbc. That is, it can be public but for every new message
the nonce should be independent of past cipher texts. (One difference is
that the aes−ccm nonce doesn't necessarily have to be random, but might
just as well be an message counter. Another difference is that the
aes−ccm nonce is always smaller than the block size.)
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