
Re: Non−admin installation of hardware

Source:
http://www.derkeiler.com/Newsgroups/microsoft.public.windowsxp.security_admin/2007−06/msg00290.html

From: "Lanwench [MVP − Exchange]"
<lanwench@xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx>

• 

Date: Wed, 27 Jun 2007 12:59:51 −0400• 

Zak Kebron <ZakKebron@xxxxxxxxxxxxxxxxxxxxxxxxx> wrote:

Hi Shenan,

Thanks for your reply. Is there any way (short of making the user a
Local Admin / Admin group member) to permit the user to install new
hardware? I've tried setting the "Load and Unload Device Drivers"
user right
(http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en−us/543.mspx?mfr=true)
in GPEdit to a non−admin userID, but to no effect. Thanks again for
your help!

Pardon my jumping in, but why would you want a non−admin to be able to
install *anything* ?

− Zak

"Shenan Stanley" wrote:

Zak Kebron wrote:

I have a question about the ability of non−administrator
accounts
to add new hardware. From the Knowledge Base
(http://support.microsoft.com/default.aspx?scid=kb;en−us;326473)
I
see that "For security reasons, Windows XP cannot permit a
user who
is not an administrator to install a device on the computer."
However, when I go to my local library, sit down in front of
one of
their shared desktops, and pop in a USB drive, it gets
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recognized
and installs. I'm about 99% certain that the libraries don't
give
these "shared" logins Local Administrator rights, so how is
this
happening?

USB thumb drives − in most cases (non−U3 essentially) require no
special drivers/software in order to be used.
Therefore − the user does not have to install anything/update
anything special in order to gain access to the resource.

If the driver is already in place, they (the user) are not installing
anything.

It's like if you go to their computer as an administrator and
install a USB scanner (driver, software, etc) and leave... If you
did it correctly − even if they disconnect their system, unplug
everything and come back later − they won't need you (if they can
connect tab A into slot B) − and they will still be able to utilize
the hardware in question.

However − it is highly likely that if you just handed the user
(without admin rights) the scanner and let them try to install it −
they'd fail − as most scanners/printers will not already have the
drivers/software pre−installed.

Similar − not exact − to what is going on.

−−
Shenan Stanley
MS−MVP
−−
How To Ask Questions The Smart Way
http://www.catb.org/~esr/faqs/smart−questions.html

.
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