
Admins with limited rights

Source: http://www.derkeiler.com/Newsgroups/microsoft.public.security/2007−07/msg00005.html

From: cool_runn@xxxxxxxxxxx• 
Date: Mon, 02 Jul 2007 05:04:51 −0700• 

Hi,

I have the following situation:

1 administrator who has material responsibility
2 administrators who act as assistants

What I would like to do is:

Create 2 accounts: Admin2 and Admin3

give them all rights except:

− having the ability to change the password of Administrator
− having the ability to change own rights

Further Remote Administration through Terminal Services for Remote
Administration should be limited the following way:

Console: only Administrator (direct console or mstsc.exe /console)
Terminal Session (Remote Administration): Administrator, Admin2 or
Admin3

Is it possible to configure the above schema

a) with Active Directory
b) without Active Directory

The server where I want to create this security model is a standalone
Windows Server 2003 R2 SP2 Standart Edition with Remote Desktop for
Administration enabled.

Thanks in advance

Best regards

Alexej Buchholz
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