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Date: Thu, 26 Feb 2004 02:18:49 GMT

1. That is correct —— the inputs to CAS for each assembly are that assembly's evidence and the current secl
policy. The output is that
assembly's grant set.

2. Correct, only permissions which derive from System.Security.CodeAccessPermission are CAS
permissions. Role based permissions do not

derive from this class. Although there is a distinction between FilelOPermission and
StrongNameldentityPermission, I'm not sure that | would

classify them as a code access permission and an identity permission, since StrongNameldentityPermissior
also a code access security

permission (ie it derives from CodeAccessPermission).

3. Every permission can restrict access through declarative or imparative demands. One instance of using a
is correct that no request can ever

exceed the permissions granted by the operating system. Just because | have a FullTrust assembly doesn't
mean that | can read every file on

the disk.

4. Identity permissions are a part of CAS. The reason | said that these could be interchangable terms goes
back to your first question. Say | have

a policy that grants FilelOPermission to the c:\windows directory to any code from Microsoft.com. When |
download an assembly from

Microsoft.com, the site evidence is evaluated against that policy to produce a permission set containing (at
least), a FilelOPermission and a

SiteldentityPermission. The document you read is differentiating between granting permissions and
demanding them. | would consider both of

these to be part of CAS.

5. Which three operations do O'Reilly define to be required of CAS? Note, that just because an object A
supports the operations of object B does

not mean that A is a B. For instance, an apple supports being eaten. A potato also supports being eaten. A
potato is not an apple however.

Since role based security objects do not derive from CodeAccessPermission, they are not CAS permissions
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Hopefully that helped to clarify some more of your confusion ... again, if you have more questions, I'd be
happy to keep answering :-)

—-Shawn
http://blogs.msdn.com/shawnfa

This posting is provided "AS IS" with no warranties, and confers no rights.
Note: For the benefit of the community—at-large, all responses to this message are best directed to the newsgroup/thread from whi
originated.
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>Believe it or not, I've actually read a number of technical documents from Microsoft on .NET security — but | do appreciate the addi
references.

For clarification:

1.

Would you consider the Code Access Security policy system to be the system that takes evidence and a security policy (set of confi
as input and produces a set of permissions based on those? The common trend I've seen in Microsoft documents is to compare the
function that takes two input variables and gives the output of permissions.

2.

a)

Instead of saying "Three Permission Classes" | should say there are "Three Types of Permission Classes"? Since there are many
classes that belong to each of the three types | mentioned (Code Access Permissions, Identity Permissions and Role Based Securit
Permissions).

b)

In addition, only Code Access Permissions and Identity Permissions should be thought of as belonging to Code Access Security, co
However, Role Based Permissions do NOT belong to Code Access Security.

3.

a)

Through the use of Declarative and Imperative Security requests/statements, ONLY two types of permission classes (role—based pe
classes and code access permission classes) can restrict access to protected operations like creating, deleting and modifying files ¢
directories. However, these requests can never allow the user to exceed the permissions that the user has provided to them by the
whole idea of .NET being built around the OS - | have a nice diagram that displays this). Is that correct?

b)

Through the use of Evidence and the configurable security policy Identity Permission classes can be used to restrict access to prote
operations like creating, deleting and modifying files and directories. However, these requests can never allow the user to exceed tl
permissions that the user has provided to them by the OS (hence the whole idea of .NET being built around the OS - | have a nice |
displays this). Is that correct?
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4.

a)

You have implied that CAS and Evidence Based Security are different terminology for the same concept — however, wouldn't evider
security only refer to CAS provided through the use of Identity Permissions?

b)

Also in one of the Microsoft documents | read***, it differentiated between Evidence-based Security and Code Access Security like

Evidence-Based Security and Code Access Security

Two separate technologies work together to protect managed code:

Evidence-based security determines what permissions to grant to code.

Code access security checks that all code on the stack has the necessary permissions to do something.

Permissions bind these technologies together: a permission is the right to perform a specific protected operation. For example, "to r
is a file permission; "to connect to www.msn.com" is a network permission.

[there is more information — please see the document | provide the link to at the bottom of this message]

which is different from what | would deduce it is from its wording (I stated my deduction in 4.a) ).

5.

You have said that Role-Based Permission classes do not belong to Code Access Security — however, in O'Reilly's book Programn
Security, page 102 it says "CAS supports the following three permission request operations...." Can you not use these permission r
conjuncture with Role-Based Permissions? Therefore, wouldn't Role Based Permissions be part of Code Access Security?

| have more questions — but if you are able to answer these questions above for me then | will be ecstatic! | hope the above questic
across too aggressively, I'm just trying to better understand how all of these concepts interrelate and just when | think I'm starting to
their relationship to one another | find myself more confused than before.

Thanks very much,

Novice

*** hitp://msdn.microsoft.com/library/default.asp?url=/library/en—us/dnnetsec/html/seccodequide.asp
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