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RE: Auditing Router and Firewall — Checklist and
Utils

Source;_http://www.derkeiler.com/Mailing-Lists/securityfocus/security—basics/2007-10/msg00026.html

e From: WALI <hkhasgiwale @XXXXXXXXX>
* Date: Tue, 02 Oct 2007 04:54:37 +0400

Thanks..Will try this out, seems like | missed it and will try out PLA/FWANALOG for PIX log gathering.
Best Regards

At 11:29 AM 10/1/2007 -0500, Palmer, Mark wrote:

Read the README document in the Nipper file. It explains how to audit
the PIX. I included in the email for your reference.

——pix | ——asa | ——fwsm
Treat input configuration as a PIX/ASA/FWSM-based Cisco firewall.

——ios | ——ios—router
Treat input configuration as an 10S—based Cisco router. This is the
default device type.

Mark Palmer

From: listbounce@XXXXXXXXXXXXXXXXX_[mailto:listbounce @ XXXXXXXXXXXXXXXXX]
On Behalf Of WALI

Sent: Monday, October 01, 2007 9:49 AM
To: security—basics@ XXXXXXXXXXXXXXXXX
Subject: Auditing Router and Firewall — Checklist and Utils

Hi All,

There is a need to undertake Auditing of Routers (Cisco) and Firewall
(P1X 515)

| have read about Nipper in case of Auditing Router, but haven't come
across any equivalent utility for Cisco PIX. How can | audit Firewall?
Is

there a defined checklist..tool etc?
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Which is the best open source product you guys use for Router and
Firewall
logging? Something capable of generating management reports?

Pls advise!!
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