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It's really not that surprising. Recently, | had a friend who is a

co—owner in a web development/design company, who also host their own
small Debian network. | had spent some time teaching him the ins and
outs of the linux shell, how to use iptables, some basic networking,

etc. Not a week later, he was phoning me to ask if | could help him to a
penetration test on one of his clients. | was apalled to find out that

the client had asked him if they could test the "security" of the boxes

on his network, and they agreed that they could.

It's rather frightening, even though | am not a professional pen-tester,

to hear that anyone and their dog with some command line access, who can
download and install Nessus, are offering penetration testing. It makes

you wonder why those of us who are interested in creative software
exploits, network hardening, etc. for the greater good and knowledge of

the public domain, are getting bad raps.

<advice>If the closest thing to security knowledge is getting all your

help from a mailing list, | would stop offering pen-tests, fess up to

your boss, setup a home linux box and put on a pot of coffee</advice>

JS

Brian Loe wrote:
Every time | see one of these e-mails the first question that pops
into my mind is, "where do | get a customer like that?!"
The second thing that pops into my mind is that it can't be a "real"
job — that its most likely some high school kid who wants to be
famous, but not smart enough to figure out how.
I'm not a security "expert". I've never done a pen test. However,
everything that has been suggested, | already knew how to do — and

would have known to do it.

On 2/9/06, Levenglick, Jeff <JLevenglick@XXXXXXXXXXX> wrote:
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That's right.. Legal software. | wonder what would happen if this person
was not legit and

The company found out that all of the people on this list helped him?

Or better yet. (as | stated before) This person does not have the
background or knowledge to give this company
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