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I think you will have a tough time blocking such applications. They will
search for ports not being blocked in order to make connections such as 110,
21, and 80. I am not familiar with ISA server but the only way I know of to
block them is at the application layer.

Good Luck,

Duston Sickler
There are only 10 types of people in the world, those who understand binary
and those who don't.

−−−−−Original Message−−−−−
From: Edward Smith
To: focus−ms@securityfocus.com
Sent: 5/5/03 9:50 PM
Subject: p2p and ISA

Greetings everyone,

My apologies if this is not the correct forum for this posting. I work
for

a small shop running MS ISA. Has anyone successfully blocked inbound &

outbound p2p file sharing (Kazaa, Morpheus, etc) using ISA? It's not

enough to configure rules blocking port 1214 in and out as I've been

reading in other forums. I would appreciate any suggestions any of you
may

have for how to do this either through the list or via offlist reply.

Thanks in advance.
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FastTrain has your solution for a great CISSP Boot Camp. The industry`s
most
recognized corporate security certification track, provides a
comprehensive
prospectus based upon the core principle concepts of security. This ALL
INCLUSIVE curriculum utilizes lectures, case studies and true hands−on
utilization
of pertinent security tools. For a limited time you can enter for a
chance
to win one of the latest technological innovations, the SEGWAY HT.
Log onto http://www.securityfocus.com/FastTrain−focus−ms
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FastTrain has your solution for a great CISSP Boot Camp. The industry`s most
recognized corporate security certification track, provides a comprehensive
prospectus based upon the core principle concepts of security. This ALL INCLUSIVE curriculum utilizes
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of pertinent security tools. For a limited time you can enter for a chance
to win one of the latest technological innovations, the SEGWAY HT.
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