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To: Herbert Kwong <cancerroach@yahoo.com>, focus-linux@securityfocus.com
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On Monday 29 October 2001 09:46 pm, Herbert Kwong wrote:
> Hi,

>

> | just used chkrootkit 0.34 to check my system. It
> reports the following message:

> Checking 'lkm'... You have 2 process hidden for ps
> command

> Warning: Possible LKM Trojan installed

>

> What can | do to see what are those 2 processes?
> Thanks.

>

> Regards,

> Herbert

they should have entires in /proc/nnn , nnn being the proccess id number of
the proccess, a klunky little script kind of like this should help you find

the pids, however it will catch the ps,awk, sort, and grep, so those proccess
will be in the list but not in the /proc, any ones still there would be

suspect

#1/bin/bash

cd /proc

ps aux | awk {print $2}'| sort | grep —v PID > /tmp/ps1l
Is —1d [0-9]* > /tmp/ps2

diff tmp/psl /tmp/ps2

rm —f /tmp/psl

rm —f /tmp/ps2
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