
Re: IE GetObject() problems

Source: http://www.derkeiler.com/Mailing−Lists/securityfocus/bugtraq/2002−01/0013.html

From: the Pull (osioniusx@yahoo.com)
Date: 01/02/02

Date: Wed, 2 Jan 2002 00:20:40 −0800 (PST)
From: the Pull <osioniusx@yahoo.com>
To: guninski@guninski.com, Bugtraq <BUGTRAQ@SECURITYFOCUS.COM>

−−− Georgi Guninski <guninski@guninski.com> wrote:
> Georgi Guninski security advisory #52, 2001
>
> IE GetObject() problems
>
> Systems affected:
> Patched IE 6.0, somewhat patched 5.5 Win2K
>
> Risk: High
> Date: 1 January 2002
>
> Legal Notice:
> This Advisory is Copyright (c) 2001 Georgi Guninski.
> You may distribute it unmodified.
> You may not modify it and distribute it or
> distribute parts
> of it without the author's written permission.
>
> Disclaimer:
> The information in this advisory is believed to be
> true based on
> experiments though it may be false.
> The opinions expressed in this advisory and program
> are my own and
> not of any company. The usual standard disclaimer
> applies,
> especially the fact that Georgi Guninski is not
> liable for any damages
> caused by direct or indirect use of the information
> or functionality
> provided by this advisory or program. Georgi
> Guninski bears no
> responsibility for content or misuse of this
> advisory or program or
> any derivatives thereof.
>
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> Description:
>
> IE allows reading local files due to a bug in
> GetObject().
> Reading local files may lead to executing arbitrary
> programs.
>
> Details:
>
> GetObject() has a bad security record −
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