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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

The SecuriTeam alerts list − Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

− − − − − − − − −

ZmbScap − Zombie Scapper
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

SUMMARY

DETAILS

The zombie scapper is an automated perl tool for detecting and stopping
distributed denial of service programs. The tool automatically searches
and scans the desired target for programs by looking for the ports that
are used by the zombie masters. It stops the zombie masters by sending a
kill/stop trigger. Detects/Kills the following programs

1. Stacheldhart Version 1
2. Stacheldhart Version 2
3. Wintrinoo
4. Mstream
5. Tribal Flood Network
6. Trinoo
7. Shaft
8. Trinitinty
9. Entitee
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Requires Net::RawIP and Net::Ping (optional) perl modules.

ADDITIONAL INFORMATION

The information has been provided by <mailto:contact@xxxxxxxxxxx> Metaeye
Security.
The original article can be found at:
<http://www.metaeye.org/projects/zmbscap/zmbscap−0.1.tar.gz>
http://www.metaeye.org/projects/zmbscap/zmbscap−0.1.tar.gz

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@xxxxxxxxxxxxxx
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@xxxxxxxxxxxxxx

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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