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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam wi
site;_http://www.securiteam.com

— — promotion

The SecuriTeam alerts list — Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.htm|

Novell Netmail IMAP append DoS

SUMMARY

<http://www.novell.com/products/netmail/> Novell NetMail is an e-mail and
calendar system that is based on standard Internet protocols.

Exploitation allows authenticated remote attackers to execute arbitrary
code with the privileges of the underlying user.

DETAILS
Vulnerable Systems:
* Novell NetMail version 3.52d.

* earlier versions suspected.

Immune Systems:
* Novell NetMail version 3.52e FTF2.

Remote exploitation of a buffer overflow vulnerability in Novell Inc.'s
NetMail IMAP daemon allows authenticated attackers to execute arbitrary
code with the privileges of the underlying user.

Once logged in, attackers can execute the "subscribe" command with an
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overly long argument string to overflow a stack based buffer.

Vendor Status:
Novell has addressed this vulnerability in version 3.52e FTF2 of NetMail.
For more information consult

<http://www.novell.com/support/search.do?cmd=displayKC&docType=kc&externalld=3717068> Novell
TID 3717068.

Disclosure Timeline:

* 10/10/2006 - Initial vendor notification
*10/11/2006 - Initial vendor response

* 12/23/2006 — Coordinated public disclosure

ADDITIONAL INFORMATION

The information has been provided by iDefense.
The original article can be found at:

<http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=455>
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=455

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe @ XXXXXXXXXXXXXX

In order to subscribe to the mailing list, simply forward this email to: list—subscribe @ XXXXXXXXXXXXXX

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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