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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

The SecuriTeam alerts list − Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

− − − − − − − − −

Cross−Site−Scripting Vulnerability in Oracle APEX WWV_FLOW_ITEM_HELP
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

SUMMARY

The package WWV_FLOW_ITEM_HELP contains a cross site scripting
vulnerability.

DETAILS

Affected Products:
* Oracle APEX/HTMLDB versions prior to 2.2.1

Patch Information:
This bug is fixed with the patch 2.2.1 of APEX which is not part of the
Critical Patch Update October 2006. It's necessary to upgrade your
APEX/HTMLDB installation to 2.2.1. Patches are currently not available for
Oracle Application Express.

History:
03−oct−2005 Oracle secalert was informed
04−oct−2005 Bug confirmed
17−oct−2006 Oracle published CPU October 2006
18−oct−2006 Red−Database−Security published this advisory
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CVE Information:
<http://www.cve.mitre.org/cgi−bin/cvename.cgi?name=CVE−2006−5351>
CVE−2006−5351

ADDITIONAL INFORMATION

The information has been provided by
<mailto:ak@xxxxxxxxxxxxxxxxxxxxxxxxx> Alexander Kornbrust.
The original article can be found at:
<http://www.red−database−security.com/advisory/oracle_apex_css_wwv_flow_item_help.html>
http://www.red−database−security.com/advisory/oracle_apex_css_wwv_flow_item_help.html

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@xxxxxxxxxxxxxx
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@xxxxxxxxxxxxxx

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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