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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

The SecuriTeam alerts list − Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

− − − − − − − − −
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SUMMARY

" <http://www.argosoft.com/RootPages/FtpServer/Default.aspx> ArGoSoft FTP
Server is a FTP server for Windows95/98/NT, and supports all basic FTP
commands, and much more, such as passive mode, resuming file transfers,
windows shortcuts to another files, folders and drives (including network
drives), virtual domains (multiple IP homes), IP filtering, site specific
commands, such as compressing and copying files on the server, changing
date/time stamps, and so on."

Lack of proper length validation in ArGoSoft FTP server commands allow
attackers to execute arbitrary code or cause a DoS condition and crash the
server.

DETAILS

Vulnerable Systems:
* ArGoSoft FTP server version 1.4.3.5 and prior

By supplying a long argument to the DELE FTP command, attackers are able
to execute arbitrary code or crash the server duo to a buffer overflow.
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ADDITIONAL INFORMATION

The information has been provided by <mailto:jerome.athias@xxxxxxx>
Jerome Athias.
The original article can be found at:
<https://www.securinfos.info/english/security−advisories−alerts/20060225_ArGoSoft.FTP.Server_Heap.Overflow.html>
https://www.securinfos.info/english/security−advisories−alerts/20060225_ArGoSoft.FTP.Server_Heap.Overflow.html

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@xxxxxxxxxxxxxx
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@xxxxxxxxxxxxxx

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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