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* From: SecuriTeam <support@ XXXXXXXXXXXXXX>
« Date: 5 Feb 2006 12:44:05 +0200

The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam wi

site;_http://www.securiteam.com
— — promotion

The SecuriTeam alerts list — Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.htm|

BobCat — SQL Injection Exploitation Tool

SUMMARY

DETAILS

BobCat is a MS Windows based tool to aid a security consultant in taking

full advantage of SQL injection vulnerabilities. It is based on a tool

named " <http://www.securiteam.com/tools/SHPOWOO9PO .htmI> Data Thief" that
was published as PoC by appsecinc. BobCat can exploit SQL injection
bugs/opportunities in web applications, independent of language, but

dependent on MS SQL as the back end DB.

To download the tool:

<http://www.northern—monkee.co.uk/projects/bobcat/bin/BobCat_Alphav0.2.zip>
http://www.northern—-monkee.co.uk/projects/bobcat/bin/BobCat_Alphav0.2.zip

ADDITIONAL INFORMATION

The information has been provided hy <mailto:dave @ XXXXXXXXXXXXXXXXXXXXX>
Dave.
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To keep updated with the tool visit the project's homepage at:

<http://www.northern—monkee.co.uk/projects/bobcat/bobcat.htmi>
http://www.northern—-monkee.co.uk/projects/bobcat/bobcat.html

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe @ XXXXXXXXXXXXXX

In order to subscribe to the mailing list, simply forward this email to: list—subscribe @ XXXXXXXXXXXXXX

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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