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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

The SecuriTeam alerts list − Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

− − − − − − − − −

Hydra − A Parallelized Login Cracker
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

SUMMARY

DETAILS

Number one of the biggest security holes are passwords, as every password
security study shows.
Hydra is a parallelized login cracker which supports numerous protocols to
attack. New modules are easy to add, beside that, it is flexible and very
fast.

Currently this tool supports:
TELNET, FTP, HTTP, HTTPS, HTTP−PROXY, SMB, SMBNT, MS−SQL, MYSQL, REXEC,
RSH, RLOGIN, CVS, SNMP, SMTP−AUTH, SOCKS5, VNC, POP3, IMAP, NNTP, PCNFS,
ICQ, SAP/R3, LDAP2, LDAP3, Postgres, Teamspeak, Cisco auth, Cisco enable,
LDAP2, Cisco AAA (incorporated in telnet module).

This tool is a proof of concept code, to give researchers and security
consultants the possibility to show how easy it would be to gain
unauthorized access from remote to a system.
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ADDITIONAL INFORMATION

The information has been provided by <mailto:announce@xxxxxxx> THC.
To keep updated with the tool visit the project's homepage at:
<http://thc.org/thc−hydra/> http://thc.org/thc−hydra/

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@xxxxxxxxxxxxxx
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@xxxxxxxxxxxxxx

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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