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* From: SecuriTeam <support@ XXXXXXXXXXXXXX>
* Date: 20 Dec 2005 16:07:22 +0200

The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam wi
site;_http://www.securiteam.com

— — promotion

The SecuriTeam alerts list — Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.htm|

SUMMARY

DETAILS

Ciscopack is an I0S binary image packing and unpacking program capable of
calculating a correct checksum for these images for Unix bases systems.
Cisco is using it's own modified version of the ZIP archiver, and if you

don't have it, simply supplement the unpacked image body with an empty bit
(OxFF) in your favorite hex editor, if the image length is a fraction

after packing with ZIP (see the length in the tool output in brackets

before "words"). Then use ciscopack.pl to repack the image and the correct
checksum would be calculated. Please read the ——help output for the

options available. Don't forget that you need ZIP installed to use

ciscopack.pl.

To download the tool:

<http://www.hackingciscoexposed.com/tools/ciscopack.tar.gz>
http://www.hackingciscoexposed.com/tools/ciscopack.tar.gz
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ADDITIONAL INFORMATION

The information has been provided by <mailto:andrew@xxxxxxxxxx> Andrew A.
Vladimirov.

To keep updated with the tool visit the project's homepage at:
<http://www.hackingciscoexposed.com/?link=tools>
http://www.hackingciscoexposed.com/?link=tools

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe @ XXXXXXXXXXXXXX

In order to subscribe to the mailing list, simply forward this email to: list—subscribe @ XXXXXXXXXXXXXX

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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