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The SecuriTeam alerts list — Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

Cisco Clean Access Authentication Bypass

SUMMARY

" <http://www.cisco.com/en/US/products/ps6128/> Cisco Clean Access is an
easily deployed software solution that can automatically detect, isolate,

and clean infected or vulnerable devices that attempt to access your
network."

By Crafting special request, attackers can bypass Cisco Clean Access
Agent's mandatory installation.

DETAILS

Vulnerable Systems:
* Cisco Clean Access Agent version 3.5.4
* Cisco Clean Access Agent version 3.5.3.1

End users can bypass the "mandatory" installation of the Clean Access
Agent by changing the User—Agent string of their browser. This allows them
to connect to the network without the host—-based checks being run. If
configured, remote checks are still run.

ADDITIONAL INFORMATION
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The information has been provided by <mailto:llhansen—bugtrag@adams.edu>
lIhansen.

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe@securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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