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site;_http://www.securiteam.com
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The SecuriTeam alerts list — Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

Trillian Plaintext Passwords

SUMMARY

" <http://www.ceruleanstudios.com/> Trillian is a fully featured,
stand-alone, skinnable chat client that supports AIM, ICQ, MSN, Yahoo
Messenger, and IRC."

Trillian have been found to store clear passwords on a plaintext file,
that can be accessed by any user who has access to the machine.

DETAILS

Vulnerable Systems:
* Trillian version 3.1 Basic and pro
* Trillian version 3.0 Basic and Pro

When you choose the option to check your Yahoo email in Trillian (Check
Yahoo Mail), Trillian creates a temp file in the <Install
Directory>\users\default\cache directory with a random name that contains
the Yahoo password in clear text. Further, this file is world readable,

and the logout process doesn't erase it.

ADDITIONAL INFORMATION
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The information has been provided by <mailto:security@suramya.com>
Suramya Tomar .

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe@securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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