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The SecuriTeam alerts list — Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

Mafia Blog Privilege Escalation Vulnerability

SUMMARY

Privilege escalation vulnerability was found in
<http://chrisnowak.org/projects/mafia/> Mafia Blog that allows attackers
to access as administrators.

DETAILS

The Blog does not check the administrator folder and anyone could get
administrator access just by accessing administrator folder. As
administrator users can edit comments, upload images, edit information
about pictures and edit information about the configuration of the blog.

Workaround:
Rename the default folder name of the administrator.

ADDITIONAL INFORMATION

The information has been provided by <mailto:dominusvis@click21.com.br>
Francisco Alisson.
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This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe@securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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