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The SecuriTeam alerts list — Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

Cumulative Security Update for Internet Explorer (MS05-020)

SUMMARY

A remote code execution vulnerability exists in Internet Explorer because

of the way that it handles certain DHTML objects, certain URLs and Content
Advisory files. An attacker could exploit these vulnerabilities by

constructing a malicious Web page. This malicious Web page could
potentially allow remote code execution if a user visited a malicious Web
site.

DETAILS

Affected Software:

* Microsoft Windows 2000 Service Pack 3 and Microsoft Windows 2000
Service Pack 4

* Microsoft Windows XP Service Pack 1 and Microsoft Windows XP Service
Pack 2

* Microsoft Windows XP 64-Bit Edition Service Pack 1 (Itanium)

* Microsoft Windows XP 64-Bit Edition Version 2003 (Itanium)

* Microsoft Windows Server 2003

* Microsoft Windows Server 2003 for Itanium-based Systems

* Microsoft Windows 98, Microsoft Windows 98 Second Edition (SE), and *

[NT] Cumulative Security Update for Internet Explorer (MS05-020) 1


http://www.derkeiler.com/Mailing-Lists/Securiteam/2005-04/0067.html
http://www.securiteam.com
http://www.securiteam.com/mailinglist.html

Securiteam: [NT] Cumulative Security Update for Internet Explorer (MS05-020)

Microsoft Windows Millennium Edition (ME) Tested Microsoft Windows
Components:

Affected Components:
* Internet Explorer 5.01 Service Pack 3 on Microsoft Windows 2000 Service
Pack 3:

<http://www.microsoft.com/downloads/details.aspx?Familyld=6 CF45449-03D8-40B8-A4C0-09F413EEBE
Download the update

* Internet Explorer 5.01 Service Pack 4 on Microsoft Windows 2000 Service
Pack 4:

<http://www.microsoft.com/downloads/details.aspx?Familyld=627F8991-7717-4ADE-ASAE-169591B6AA
Download the update

* Internet Explorer 5.5 Service Pack 2 on Microsoft Windows Millennium
Edition Review the FAQ section of this bulletin for details about this
version.

* Internet Explorer 6 Service Pack 1 on Microsoft Windows 2000 Service
Pack 3, on Microsoft Windows
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