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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

The SecuriTeam alerts list − Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

− − − − − − − − −

  URCS − Unmanarc Remote Control Server
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

SUMMARY

DETAILS

URCS is a remote control tool with a Windows based client and Linux based
server. The tool provides a shell to the user and can be configured from
an HTTP URL. The tool also support scripting language for customizable
actions.

URCS 2.13 Current features:
− Shell based control, Shell/Remote based installation
− Reverse proxy system (Circumvent Firewalls, NAT/PAT) and keep−alive
system protection
− TCP redirection for bounce. (multiple and reverse pipes...)
− Secure password interchange: (md5(md5(key)+random_seed))
− Installation over net, (Service, HKEY_LOCAL_MACHINE, HKEY_CURRENT_USER)
− Configuration over URL (Any configuration parameter can be obtained from
a URL)
− User−groups configurable based system
− Scripting language
− Server is linux compatible with wine.

Functions:
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− Network Sockets management functions (net_*)
− Proxy/bouncing functions (prx_*)
− Registry Manipulation (reg_*)
− Console commands
− File manipulation commands
− Process manipulation commands (ps,kill,killall)
− System manipulation commands

ADDITIONAL INFORMATION

The information has been provided by <mailto:admin@unmanarc.com>
Unmanarc.

Visit the tool's homepage at: <http://urcs.unmanarc.com/>
http://urcs.unmanarc.com/
The tool is available for download at:
<http://www.unmanarc.com/public/urcs2>
http://www.unmanarc.com/public/urcs2

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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