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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

The SecuriTeam alerts list − Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html
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SUMMARY

DETAILS

Weplab is a tool that helps you review the security of WEP encryption in
wireless networks from an educational point of view. Several attacks are
available allowing you to measure the effectiveness and minimum
requirements of each one. The following features are available in this
first alpha version.
 − Capture unique IV WEP encrypted packets from the wireless LAN
interface.
 − Brute force 64 bits or 128 bits keys
 − ASCII brute force 64 bits or 128 bits keys
 − Full weak keys attack (FMS) to both first and second bytes for 64 bits
or 128 bits keys.

In the first tests the brute force reached 100,000 c/s on a P4 1.8Ghz. The
FMS attack gives positive results from 1,000,000 captured packets (normal,
not necessarily weak). The 128 bits key being tested was recovered with 1M
packets, in 20 minutes.

ADDITIONAL INFORMATION
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The information has been provided by
<mailto:topolb@users.sourceforge.net> Jose Ignacio Sanchez.
The tool can be downloaded from:
<http://www.sourceforge.net/projects/weplab>
http://www.sourceforge.net/projects/weplab

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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