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Blaxxun3D Romote Buffer Overflow

SUMMARY

<http://mwww.blaxxun.com> blaxxun3D offers "an easy and cost—effective way
to for businesses and organizations to develop, deploy and maintain
collaborative virtual environments for web community and conferencing
applications”.

The program registers a custom file type allowing an attacker to overflow
the URL property used by the object and cause the program to execute
arbitrary code.

DETAILS

Vulnerable Systems:
* blaxxun3D platform version 7

Blaxxun Platform 7 registers the following application type:
"application/x—cc3d". After the first time the platform was used, this
type of object can be created locally and remotely (using a browser).

The vulnerability resides in the "URL" property of the object. Sending it

a long argument will cause the program to overflow an internal buffer that
in turn causes the program to execute arbitrary code.
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Exploit:
—————————= CUT HERE ————= -
<object id=cool TYPE="application/x—cc3d" WIDTH=100% HEIGHT=100%></OBJECT>
<scr!pt language=vbscript>
dim a
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</scrlpt>

- - - CUT HERE - - -

ADDITIONAL INFORMATION

The information has been provided by <mailto:theinsider@012.net.il> Rafel
Ivgi, The-Insider.

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe@securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:
The information in this bulletin is provided "AS 1S" without warranty of any kind.
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In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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