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The SecuriTeam alerts list — Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

EckBox - TEMPEST Software Package

SUMMARY
DETAILS

EckBox is a piece software designed to aid in a specific type of security
testing against a spying attack known as van Eck Phreaking or TEMPEST. It
involves picking up radiation leaking from an electronic device, such as a
monitor, and interpreting the signal to recreate the data contained in the
device. This can be thought of as a sort of shoulder surfing. EckBox is

the first and only open—source software designed that helps to test

against this kind of attack (and we might point out that a van Eck

Phreaking attack is far easier, less time consuming, and less costly than
trying to dictionary or brute force almost any encryption).

ADDITIONAL INFORMATION

The tool can be downloaded from: <http://eckbox.sourceforge.net/>
http://eckbox.sourceforge.net/.

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
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list—unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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