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SUMMARY

" <http://sourceforge.net/projects/vbfreechat/> FreeChat is a webserver
with support for a browser based streaming chat written in Visual Basic 6.
The chat so far supports multiple rooms (public/private), graphical
emicons, whispering, multiple languages and more."

A denial of service vulnerability has been found in FreeChat. A crafted
string can crash the server.

DETAILS

Vulnerable Systems:
 * FreeChat version 1.1.1a

Sending a crafted string directly to the server, such as the following:
"aaaaa"

Will cause the server to crash immediately.

ADDITIONAL INFORMATION

The information has been provided by <mailto:fdonato@autistici.org>
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Donato Ferrante.

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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