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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

The SecuriTeam alerts list − Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

− − − − − − − − −

  Vizer Web Server DoS
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

SUMMARY

 <http://sourceforge.net/projects/vizerwebserver/> Vizer is "an open
source web server written in Visual Basic". A vulnerability in the product
allows remote attackers to cause the product to become unable to service
any additional requests by sending malformed HTTP requests.

DETAILS

Vulnerable Systems:
 * Vizer Web Server version 1.9.1

The program doesn't well menage the input strings received, so an attacker
is able to crash the web server, sending a crafted string. To test the
vulnerability, send to the web server a string like:

index.htm
(without specifying GET and HTTP)

Or:
GET /aaaaaa[ 250 of a ]aaa HTTP/1.1
(specifying GET and HTTP)

Securiteam: [NT] Vizer Web Server DoS

[NT] Vizer Web Server DoS 1

http://www.derkeiler.com/Mailing-Lists/Securiteam/2004-02/0048.html
http://www.securiteam.com
http://www.securiteam.com/mailinglist.html
http://sourceforge.net/projects/vizerwebserver/


GET /aaaaaa[ 250 of a ]aaa
(specifying only GET)

Or:
GET c:\
(specifying only GET)

ADDITIONAL INFORMATION

The information has been provided by <mailto:fdonato@autistici.org>
Donato Ferrante.

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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