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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam w
site;_http://www.securiteam.com

— — promotion

The SecuriTeam alerts list — Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

env_audit — Environment Variable Security Auditor

DETAILS

Env_audit is a program that ferrets out everything it can about the
environment. It looks for process IDs, UID, GID, signal masks, umask,
priority, leaked file descriptors, and environmental variables. It comes
with test configurations for anacron, Apache, atd, crond, GDB, inittab,
logrotate, PHP, pppd, procmail, rsh, rxvt, Sendmail, SSH, stunnel, sudo,
xinetd, and xterm.

ADDITIONAL INFORMATION

The tool can be downloaded from: <http://www.web-insights.net/env_audit/>
http://www.web-insights.net/env_audit/.

The information has been provided by <mailto:linux_4ever@yahoo.com> Steve
Grubb.

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
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list—unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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