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The following security advisory is sent to the securiteam mailing list, and can be found at the SecuriTeam web
site: http://www.securiteam.com
− − promotion

The SecuriTeam alerts list − Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html
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DETAILS

ARPToxin is a weekend project of Brandon Burr. Brandon Burr wanted to
write a fully functional ARP Poisoning utility for the Windows platform.
There are not many ARP poisoning utilities for Windows, so Brandon Burr
decided to write one. ARPToxin uses WinPCap. ARPToxin is a command line
based program, with preset "modes" of operation for performing different
attacks, yet you can also override any field in an ARP packet, so ARPToxin
can be incredibly flexible. Unlike other tools, ARPToxin can input a
hostname/IP/MAC for any field and convert it to the necessary format (with
exception of RARP). You can also use the constant % for any MAC address
and it will fill in a random valid MAC address. These options open up
numerous uses for ARPToxin and ARP poisoning under Windows.

ADDITIONAL INFORMATION

The tool can be downloaded from:
<http://www.phrite.net/default.php?page=tools>
http://www.phrite.net/default.php?page=tools.

The information has been provided by <mailto:brandon@phrite.net> Brandon
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Burr.

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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