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— — promotion

The SecuriTeam alerts list — Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

RemotelyAnywhere Cross Site Scripting Vulnerability

SUMMARY

<http://www.remotelyanywhere.com/> RemotelyAnywhere allows fast and
secure remote access to your PC from any Web browser, giving you complete
access to your files and desktop applications. A cross—site scripting
vulnerability has been found in the product allowing remote attacker to

insert malicious content into the login screen (That could fool the user

into doing things he would not normally do).

DETAILS

Vulnerable systems:
* RemotelyAnywhere Enterprise Edition
* RemotelyAnywhere version 5.21.422 (Personal Edition)

Exploit:

The following URL,
https://host:2000/default.html?logout=asdf&reason=Please%20set%20your%20password%20t0%20ABC12
will trigger a popup that can mislead a user into changing his password.

ADDITIONAL INFORMATION
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The information has been provided by <mailto:Oliver.Karow@gmx.de> Oliver
Karow.

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe@securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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