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SUMMARY

 <http://www.apple.com/appleshareip/> AppleShare IP is "Faster. Scalable.
More secure. Greater accessibility. If you need a powerful yet simple way
to communicate and exchange information, you'll find AppleShare IP
software an invaluable tool". One of the components of AppleShare IP is an
FTP server, this FTP server has been found to contain a vulnerability that
allows remote attackers to cause the server to freeze.

DETAILS

Vulnerable systems:
 * AppleShare IP FTP Server version 6.3.1 and prior

A vulnerability in the AppleShare IP FTP server has been found. The
vulnerability allows a remote unauthenticated user to cause the system to
crash by requesting access to the path '/'.

Example:
RMD /
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ADDITIONAL INFORMATION

The information has been provided by <mailto:spengy@speng.sytes.net>
Spencer Clark.

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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