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The SecuriTeam alerts list — Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

PrimeBase SQL Database Server Clear Text Password Storage

SUMMARY

The <http://www.primebase.de> PrimeBase SQL Database Server stores
passwords in clear text, and based on the installation umask settings
local users may read this password file.

DETAILS

Vulnerable systems:
* PrimeBase SQL Database Server version 4.2

From the readme.txt file:

"The admin server will require you to enter your password in a text file
called 'password.adm’ (in the server folder), before you can continue.
NOTE: This is the password for access to the Admin Server only."

Depending on your umask settings (default 022 for root) the "Admin Server"
password maybe readable by local users. Further, the password is not
stored as a hash or encrypted. A malicious user could use this password to
access the web based administration server and compromise the system.
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The database also comes with a default "Administrator" accounts with no
password. The documentation does recommend the installer set the
Administrator password during installation.

ADDITIONAL INFORMATION

The information has been provided by <mailto:lwc@vapid.ath.cx> Larry W.
Cashdollar.

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe@securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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