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SUMMARY

 <http://www.cmfperception.com/liteserve.html> LiteServe is "a powerful,
full−featured Web, Mail, FTP, and Telnet server. This server software is
perfect for personal websites or commercial sites with high traffic
demands and multiple domains".
A vulnerability in the LiteServe's GUI allows remote attackers to overflow
an internal buffer if the web master is currently watching the product's
logs.

DETAILS

Vulnerable systems:
 * LiteServe version 2.2

If LiteServe receives a request with a long filename like this GET
/aaaaaaaaaaaaaaaaaaaaaa...htm HTTP/1.0 a buffer overflow will occur if the
web master is currently viewing the server log and click on the request
using LiteServe interface.

ADDITIONAL INFORMATION
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The information has been provided by <mailto:trihuynh@zeeup.com> Tri
Huynh.

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com
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====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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