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SUMMARY

In Exchange Server 5.5, a security vulnerability exists in the Internet
Mail Service that could allow an unauthenticated attacker to connect to
the SMTP port on an Exchange server and issue a specially−crafted extended
verb request that could allocate a large amount of memory. This could shut
down the Internet Mail Service or could cause the server to stop
responding because of a low memory condition.

DETAILS

Vulnerable Systems:
 * Microsoft Exchange Server 5.5, Service Pack 4
 * Microsoft Exchange 2000 Server, Service Pack 3

Immune Systems:
 * Microsoft Exchange Server 2003

Patch Availability:
 *
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<http://www.microsoft.com/downloads/details.aspx?FamilyId=A9E872EA−54B0−4179−8AE9−5648BFB46459&displaylang=en>
Microsoft Exchange Server 5.5, Service Pack 4
 *
<http://www.microsoft.com/downloads/details.aspx?FamilyId=7BAF5394−1B4E−4937−A570−9F232AE49F01&displaylang=en>
Microsoft Exchange 2000 Server, Service Pack 3

CVE Information:
 <http://www.cve.mitre.org/cgi−bin/cvename.cgi?name=CAN−2003−0714>
CAN−2003−0714

In Exchange 2000 Server, a security vulnerability exists that could allow
an unauthenticated attacker to connect to the SMTP port on an Exchange
server and issue a specially−crafted extended verb request. That request
could cause a denial of service that is similar to the one that could
occur on Exchange 5.5. Additionally, if an attacker issues the request
with carefully chosen data,
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