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The SecuriTeam alerts list — Free, Accurate, Independent.

Get your security news from a reliable source.
http://www.securiteam.com/mailinglist.html

Venom, WMI Based Password Brute Forcer

DETAILS

Venom is a tool to run dictionary password attacks against Windows
accounts by using the Windows Management Instrumentation (WMI) service.
This can be useful in those cases where the server service has been
disabled. The tool is written in VB6 and might require some additional
runtime libraries to run.

Attack speeds vary, but tends to be around 45-50 guesses/sec.

The password file supports the formats %username% and Ic %username% with
the result of the username being used as the password. The prefix Ic

converts the username to lowercase.

ADDITIONAL INFORMATION

The tool can be downloaded from: <http://www.cqure.net/tools.jsp?id=16>
http://www.cqure.net/tools.jsp?id=16.

The information has been provided by <mailto:jonas@cqure.net> Jonas
Landin.

[TOOL] Venom, WMI Based Password Brute Forcer 1


http://www.derkeiler.com/Mailing-Lists/Securiteam/2003-10/0049.html
http://www.securiteam.com
http://www.securiteam.com/mailinglist.html
http://www.cqure.net/tools.jsp?id=16
http://www.cqure.net/tools.jsp?id=16

Securiteam: [TOOL] Venom, WMI Based Password Brute Forcer

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe@securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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