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Introduction to Exploiting Web Applications

SUMMARY

The below linked document lists some of today's hacking techniques that
are being used against web servers and web applications. The document
includes details on the following techniques: Cross—Site Scripting, Cookie
Manipulation, '<?' Method, ';' Method, '|' Method, '%00' Method, '%20'
Method, and Directory Traversal.

DETAILS

Introduction:

The most common attacks that we all know of are discussed in this chapter.
Hackers exploit web vulnerabilities that most have little or no control

over. The most common web server vulnerabilities exist within Microsoft
Internet Information Server (lIS), Sun ONE Java web server, Apache and a
few other web servers.

Hackers will research the most common and widely used web server to find
remotely exploitable vulnerabilities to gain root or full system access.

The reason for this is that, when a remotely exploitable bug is found,

this enables hackers to use their malicious exploit code on thousands, if

[REVS] Introduction to Exploiting Web Applications 1


http://www.derkeiler.com/Mailing-Lists/Securiteam/2003-09/0096.html
http://www.securiteam.com
http://www.securiteam.com/mailinglist.html

Securiteam: [REVS] Introduction to Exploiting Web Applications

not millions of hosts in which to comprise.
ADDITIONAL INFORMATION

The complete article can be found at:

<http://www.security—protocols.com/article.php?sid=1604>
http://www.security—protocols.com/article.php?sid=1604.

The information has been provided by
<mailto:badpack3t@security—protocols.com> badpack3t.

This bulletin is sent to members of the SecuriTeam mailing list.

To unsubscribe from the list, send mail with an empty subject line and body to:
list—unsubscribe@securiteam.com

In order to subscribe to the mailing list, simply forward this email to: list-subscribe @securiteam.com

DISCLAIMER:

The information in this bulletin is provided "AS 1S" without warranty of any kind.

In no event shall we be liable for any damages whatsoever including direct, indirect, incidental, consequenti
loss of business profits or special damages.
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